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Chapter 1

How to get Help

This section explains how to get help for Nortel products and services.

Getting Help from the Nortel Web site

The best way to get technical support for Nortel products is from the Nortel
Technical Support Web site:

http://www .nortel.com/support

This site provides quick access to software, documentation, bulletins, and
tools to address issues with Nortel products. More specifically, the site
enables you to:

» download software, documentation, and product bulletins

m search the Technical Support Web site and the Nortel Knowledge Base
for answers to technical issues

m sign up for automatic notification of new software and documentation for
Nortel equipment

= open and manage technical support cases

Getting Help over the phone from a Nortel Solutions Center

If you don’t find the information you require on the Nortel Technical
Support Web site, and have a Nortel support contract, you can also get help
over the phone from a Nortel Solutions Center.

In North America, call 1-800-4NORTEL (1-800-466-7835).

Desktop Messaging and My CallPilot Administration Guide 13
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Outside North America, go to the following Web site to obtain the phone
number for your region:

http://www.nortel.com/callus
Getting Help from a specialist by using an Express Routing

Code

To access some Nortel Technical Solutions Centers, you can use an Express
Routing Code (ERC) to quickly route your call to a specialist in your Nortel
product or service. To locate the ERC for your product or service, go to:

http://www.nortel.com/erc

Getting Help through a Nortel distributor or reseller

If you purchased a service contract for your Nortel product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller.
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Introduction

This guide provides instructions for configuring Desktop Messaging e-mail
clients, configuring servers for Desktop Messaging and My CallPilot after
installation, and troubleshooting information.

This guide is intended for the CallPilot” system administrator.

For system requirements, installation instructions, and server configuration
information, see the Desktop Messaging and My CallPilot Installation
Guide (555-7101-505).
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Related information products

Introduction

The following CallPilot technical documents are stored on the CD-ROM
that you receive with your system. The documents are also available from
the following sources:

m CallPilot Manager

= My CallPilot

m Nortel Partner Information Center (PIC) at
http://www.nortel.com/pic

You require a user ID and password to access the PIC. If you do not have
a PIC account, click Register to request an account. It can take up to 72
hours to process your account request.

You can print part or all of a guide, as required.

Planning and migration guides

Use these guides before you install CallPilot to help plan your system, or to
plan a migration of data from Meridian Mail” to CallPilot:

Document titles NTP number
Planning and Engineering Guide 555-7101-101
Installation and Configuration Planner not applicable

Meridian Mail to CallPilot Migration Utility Guide  555-7101-801
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Installation and configuration guides

The guides listed here describe how to install the following:

m CallPilot server hardware and software

m  Desktop Messaging and My CallPilot software

Document titles NTP number

Desktop Messaging and My CallPilot Installation 555-7101-505
Guide

Installation and Configuration Guide for your server Refer to your
model CD-ROM for NTP

This collection contains the following five numbers.
documents:
m Part 1: Installation and Maintenance Overview

m Part 2: <Server model> Server Hardware
Installation

m Part 3: <Switch model> and CallPilot Server
Configuration

m Part 4: Software Installation and Maintenance

m Part 5: <Server model> Server Maintenance and
Diagnostics

Administration guides

The following guides provide specialized information to help you configure
CallPilot, administer and maintain it, and use its features:

Document titles NTP number
Administrator’s Guide 555-7101-301
Reporter Guide 555-7101-310
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Document titles NTP number

Application Builder Guide 555-7101-325

Desktop Messaging and My CallPilot Administration 555-7101-503
Guide

Networking guide

The following guides describe how to plan, install, set up, and troubleshoot
the CallPilot networking services:

Document titles CallPilot release NTP number

Network Planning Guide 4.0 555-7101-102

Note: For instructions on how to configure the networking services on
CallPilot, refer also to the CallPilot Manager online Help.

End user guides

The following guides are intended for CallPilot end users, such as telephone
users and Desktop Messaging users:

Document titles

Unified Messaging What’s New Card

Unified Messaging Quick Reference Card

Unified Messaging Wallet Card

Menu Interface Quick Reference Card

Alternate Command Interface Quick Reference Card

Command Comparison Cards
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Document titles

Multimedia Messaging User Guide
Speech Activated Messaging User Guide
Desktop Messaging User Guides

My CallPilot User Guide

Troubleshooting

The CallPilot Troubleshooting Reference describes symptoms that can
appear on all CallPilot server platforms, and describes ways to resolve them.

The CallPilot Troubleshooting Reference is written for Nortel distributors
and technical support representatives; therefore, it is not part of the customer
documentation package. It is continually being updated by Nortel, and is
available from the Nortel Partner Information Center (PIC) at:

http://www.nortel.com/pic

You require a user ID and password to access the PIC. If you do not have a
PIC account, click Register to request an account. It can take up to 72 hours
to process your account request.

Note: If you are not a Nortel distributor, then contact your Nortel technical
support representative for assistance.

Using online sources

CallPilot administration online Help
The CallPilot Manager and CallPilot Reporter software contain
administration online Help areas that provide access to

m technical documentation in Acrobat PDF format

» online help topics in HTML format.

20
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To access online information, use either of the following methods:

m Click the orange Help button at the top of any page to access the
Administration Help area.

m Click the grey Help button on any page to display a topic that relates to
the contents of the page.

For more information about using these Help systems, access the CallPilot
Manager Help, open the Getting Started book, and click “Navigating
CallPilot Manager Help.”

The Application Builder software contains a Windows Help system as well
as context-sensitive help.

CallPilot end user online Help

The My CallPilot software contains a Useful Information area that provides
access to the end-user guides in HTML format. Online user guides in
Acrobat PDF format are also available from the Useful Information online
Help.

To access online Help for the currently selected My CallPilot tab, click the
Help button on the upper-right corner of the My CallPilot page.

Desktop Messaging provides product-specific Windows Help for groupware
clients (Microsoft Outlook, Novell GroupWise, and Lotus Notes). The
stand-alone version of CallPilot Player also provides addressing and
troubleshooting information for Internet mail clients.

Contacting technical support

Contact your distributor’s technical support organization to obtain any
required assistance with your system.
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Contacting Nortel

If you have comments or suggestions for improving CallPilot and its
documentation, contact Nortel at the following web site address:

http://www.nortel.com/contactus
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CallPilot 4.0 feature enhancements

Introduction

In CallPilot 4.0 Desktop Messaging, new feature enhancements enable
Desktop Messaging users to use the following:
m Message Forwarding Rule

m  Access CallPilot messages from most e-mail clients, including
Outlook, GroupWise, Lotus Notes, Outlook Web Access, Lotus
iNotes, Novell NetMail, Netscape Messenger, Outlook Express,
Yahoo mail, and so on.

m Access CallPilot messages from PDAs.
m  Forward CallPilot messages from contact center caller to
Symposium* Contact Web Portal (SCWP) for treatment.

m  Forward CallPilot voice messages to an e-mail server in WAV
format.

» Forward CallPilot messages received during extended absences for
archival.

»  Forward CallPilot messages to temporary mailbox for disaster
recovery.

m  Archive messages on a system-wide basis.

m Provide Remote Lotus Notes users, who have no access to CallPilot
server, access to CallPilot messages through a desktop.

My CallPilot
m  Voice Greetings

m  Enable users to record and manage their voice greetings and personal
verification of mailbox from CallPilot

m  Provide access to voice greetings through Greetings link located on
the CallPilot Features page.
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Note: Internet Explorer users - when CallPilot Audio Player is present,
the audio player is embedded directly in the web page.

Note: Netscape Navigator users - a standalone player is required to play
voice greetings and personal verifications.

Support for searching External E-mail Address Books (LDAP
database)

m Enable CallPilot users to search for an e-mail address in their
corporate address book.

m Requirement for administrator to enter the correct searchbase, host I/
P, and log in information for external LDAP server.

Support for Windows 2003

m  Supports Windows Server 2003 with IIS 6.0 (installation similar to
Windows 2000.)

»  Windows 2003 can also be used as a client (to log in and use My
CallPilot).

Additional Message List Sorting Options

= Enable sorting of mailbox message list through the Read/Unread,
Priority, and Subject columns.

Support for Mozilla and Firefox Browser on Linux OS

» Enable Linux users to view and play, through a supported WAV
player, their CallPilot Messages in the Mozilla and Firefox browser
(Mozilla 1.7x, Firefox 1.0, and Red Hat Linux 9 required).

m  Similar to the My CallPilot Mac OS X support.
Improved SSL Support

m Requirement for users to see, “This page contains both secure and
nonsecure items. Do you want to display the nonsecure items?” alert
box is removed.

Improved Support for use with multiple CallPilot servers
= Supports enhanced environments that have multiple CallPilot servers.

m Enable appearance of drop-down lists containing multiple CallPilot
servers.

24
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m  Supports selection of the server from list, user can select their
CallPilot server without the requirement to enter server-specific
settings, except for their Mailbox and Password.

»  Support for Sun ONE Messaging Server 6.0

m Provide CallPilot support for IMAP server as an external e-mail
server (Mailbox links).

s  English, French, and German Language Support
m  Enable user to select language of choice.

m Additional External E-mail Server Configuration Settings
m  Supports numerous SMTP and LDAP server settings.

m Requires that administrators preconfigure e-mail servers in the
CallPilot Manager.

= PDLs appear sorted in the Address Book

m Enable alphabetical sorting of Personal Distribution List (PDL)
entries during an Address Book search.

CallPilot Desktop
= Call Directory

m Enable user to initiate phone call to persons listed in any desktop
client address book.

=  E-mail Contact Sender

» Enable user to contact the sender of a Novell GroupWise, Microsoft
Outlook, or Lotus Notes e-mail message.

m Enable user to reply to a received e-mail, the user has a choice of e-
mail, telephone or starting an Instant Messaging session. Feature
works with Microsoft Outlook, Lotus Notes and Novell GroupWise.

» Instant Messaging (MCS 5100/Windows Messenger)

m Enable user to commence an Instant Messaging (IM) session through
Microsoft Windows / MSN Messenger or Nortel Multimedia PC
Client (MSC 5100) from CallPilot or e-mail message.

s  Windows Installer (MSI) Support
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m Permits customizable installations with MSI, and supports the latest
release of Microsoft Windows installer.
m  Centralized Control of Desktop Options

m  Permits administrator to have more control over features of the
CallPilot Desktop Messaging client.

m Supports administrator control of features enabled through Class of
Service settings in CallPilot server.
m  Novell Personal Address Book Enhancements

m  Permits GroupWise users to send CallPilot messages utilizing phone
and fax numbers from Frequent Contacts and Novell Personal address
books.

n CallPilot Form/CallPilot Player/Miscellaneous Interface Updates
m Incorporates several feature requests and user interface
enhancements.

m Adds additional capabilities to CallPilot Form, CallPilot Player used
to view and compose CallPilot messages.

m Introduce minor changes to desktop client configuration.
Note: The Call Sender feature, available in previous releases of
CallPilot, is renamed Contact Sender in CallPilot 4.0. Contact Sender

incorporates the ability to call or instant message the sender of a voice or
e-mail message.

26 CallPilot



October 2006 Getting started

Messaging server compatibility

Overview

CallPilot 4.0 Desktop Messaging clients work with the following messaging
Servers:

CallPilot 2.0, 2.5, 3.0, and 4.0

Business Communications Manager (BCM)
CallPilot 100

CallPilot 150

CallPilot Mini

The availability of some features depends on the messaging server you use.
If you have a BCM, CallPilot 100, CallPilot 150, or CallPilot Mini server,
refer to your messaging server documentation to find out if Desktop
Messaging supports your specific server release.

Feature availability

The following feature limitations apply when using desktop messaging:

Feature Availability

Voice messaging CallPilot 2.0, 2.5, 3.0, and 4.0
Fax messaging CallPilot 2.0, 2.5, 3.0, and 4.0
Text messaging CallPilot 2.0, 2.5, 3.0, and 4.0

Telephone Record / Playback CallPilot 2.0, 2.5, 3.0, and 4.0

Computer Record / Playback CallPilot 2.0, 2.5, 3.0, and 4.0

Custom Fax Cover Sheets CallPilot 2.0, 2.5, 3.0, and 4.0
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Feature

Availability

Contact Sender (Instant
Messaging)

CallPilot 2.0, 2.5, 3.0, and 4.0

Contact Sender (Telephone)

CallPilot 2.0, 2.5, 3.0, and 4.0

Call Directory

CallPilot 2.0, 2.5, 3.0, and 4.0

My CallPilot

CallPilot 2.0, 2.5, 3.0, and 4.0

Message Forwarding Rule

CallPilot 4.0

Request delivery receipts

CallPilot 2.0, 2.5, 3.0, and 4.0

Request read receipts

CallPilot 2.0, 2.5, 3.0, and 4.0

Change Password

CallPilot 2.0, 2.5, 3.0, and 4.0

Trivial password rejection

CallPilot 2.0, 2.5, 3.0, and 4.0

New message notification

CallPilot 2.0, 2.5, 3.0, and 4.0 - Automatic
CallPilot

Local Address Book CallPilot 2.0, 2.5, 3.0, and 4.0
Dynamic Address Book CallPilot 2.0, 2.5, 3.0, and 4.0
View/Use CallPilot CallPilot 2.0, 2.5, 3.0, and 4.0

distribution lists

Block forwarding of voice
messages to non-CallPilot
users

CallPilot 4.0 - System Administrator
CallPilot 2.0, 3.0 - Desktop client

Force SSL

CallPilot 4.0 - System Administrator
CallPilot 2.0, 3.0 - Desktop client

Restrict audio device

CallPilot 2.0, 2.5, 3.0, and 4.0 - System
administrator

28
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Feature

Availability

Restrict forward / reply
message header

CallPilot 4.0 - System Administrator

Restrict local / dynamic
address book

CallPilot 4.0 - System Administrator

Restrict “Remember
password”

CallPilot 4.0 - System Administrator
CallPilot 2.0, 3.0 - Desktop client

Restrict fax custom cover
page

CallPilot 4.0 - System Administrator

Restrict Lotus Notes “Auto
Refresh”

CallPilot 4.0 - System Administrator

Create Novel GroupWise
“Sent Items”

CallPilot 4.0 - System Administrator

Define fax custom cover
page folder

CallPilot 4.0 - System Administrator
CallPilot 2.0, 3.0 - Desktop client

Voice format

Different voice formats are used for each messaging server:

Voice format Messaging server

VBK CallPilot 2.0, 2.5, 3.0, and 4.0

G723.1 CallPilot 100, CallPilot 150, and CallPilot Mini
G711 Business Communications Manager

The VBK header contains the data type (VBK, G723.1, or G711), data
length (in milliseconds), and proprietary information required to play the

data through the telephone.

Desktop Messaging and My CallPilot Administration Guide
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A default recording type (VBK, G723.1, or G711) is stored with each IMAP
server entry configured in the CallPilot Player. When the user logs on to an
IMAP server, the server returns the correct recording type to Desktop
Messaging. Windows users can save voice messages in either VBK or WAV
format, regardless of the server from which the file originated.

In My CallPilot, MS Outlook, Lotus Notes, and Novell GroupWise,
messages can be converted from VBK to WAV before they are sent to non-

CallPilot recipients.
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Section A: Getting started

In this section
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Configuration requirements

Overview

This chapter describes how to configure e-mail clients.

Supported clients

Desktop Messaging supports groupware clients that run with a corporate
e-mail server, IMAP Internet mail clients, and Citrix Thin Clients.

groupware client — Groupware is software designed for group
collaboration. Desktop Messaging for groupware clients provides access
to commands and online Help specific to Desktop Messaging directly
from the client. During installation, Desktop Messaging customizes these
clients to make messaging tasks simpler and more efficient. Most or all
configuration can also be performed automatically during Desktop
Messaging installation.

Internet mail client — An e-mail client that enables you to manage
CallPilot messages from a folder in the e-mail client using the IMAP
protocol. You must manually configure the Internet mail clients with the
settings required to connect to the CallPilot server.

Citrix Thin Client — A client computer running a Windows-based OS
with Citrix ICA software connected to a Windows Terminal Server with
Citrix Metaframe.

Other Supported Clients
m  Web Clients/Browsers
»  Macintosh My CallPilot
s Linux MyCallPilot
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Desktop Messaging supports the following clients. Refer to the CallPilot 4.0
General Release Bulletin for the most up-to-date list of clients:

Groupware clients Internet clients

m Microsoft Outlook 2000, 2002 (XP), = Microsoft Outlook Express 6.0

and 2003 = Microsoft Outlook 2000 (XP); 2002
» Novell GroupWise 6.5 (XP); 2003 in Internet mail mode

m Lotus Notes 6.0 and 6.5 Netscape Mail 6.2x, 7.0, 7.1, and 7.2

Qualcomm Eudora E-mail 6.0 and
6.1

Port numbers

E-mail clients connect to servers on a specific port. When you configure
e-mail clients, the port number must match the port number defined on the
CallPilot server. The default port for each server depends on whether you
are using SSL encryption.

Protocol Unencrypted SSL encrypted
HTTP 80 443

IMAP 143 993

SMTP 258 465°

LDAP 389 636

FTP 21 ---

a. Port 25 is the mandatory setting. No other values can be used.
b.Port 465 is the mandatory setting. No other values can be used.
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Section B: Configuring groupware
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Configuring Microsoft Outlook

Introduction

Microsoft Outlook is automatically configured during Desktop Messaging
installation.

If desired, you can change the destination folder for storing CallPilot
messages in Microsoft Outlook after installation. This section describes how
to change the destination folder.

Selecting a folder for CallPilot messages

By default, the Desktop Messaging installation program automatically
configures your default Outlook mail profile for use with Desktop
Messaging. It configures the e-mail client so that CallPilot messages are
stored in a separate message store from the default e-mail inbox.

Nortel recommends that you keep your CallPilot messages separate from
your e-mail messages, thereby making it easier to prioritize messages and
identify message types.

If desired, you can configure Outlook to store all incoming e-mail and
CallPilot messages in the CallPilot message store.

Note: If you configure your e-mail client to deliver messages to the
CallPilot Inbox, all e-mail messages are stored on your hard drive. Once
delivered, the e-mail messages no longer reside on the Exchange server.

To specify where to deliver e-mail messages in Outlook
2002/2003 (Office XP client)

1 Choose Tools> E-mail Accounts. The E-mail Accounts wizard appears.

2 Choose View or change existing e-mail accounts, and then click
Next.
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3 Inthe Deliver new e-mail to the following location list, choose the
destination for your e-mail messages.

4 Click Finish to save your changes.

To specify where to deliver e-mail messages in previous
versions of Outlook

1 Choose Tools> Services. The Services dialog box appears.
2 Click the Delivery tab.

3 In the Deliver new mail to the following location list, choose the
desired destination for your e-mail messages.

4 Click OK to save your changes.
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Configuring Novell GroupWise

Introduction

This section describes details about moving CallPilot messages to other mail
folders in GroupWise.

Moving messages

By default, CallPilot messages are stored in a separate message store from
the default GroupWise inbox.

You can move CallPilot messages to other GroupWise folders, but Nortel
does not recommended or support this action. The CallPilot Desktop
Messaging folder includes CallPilot date and time information. If you move
messages to other folders, these columns display inaccurate information.

Note: Custom Date and Time fields are created on the GroupWise server the
first time Desktop Messaging for GroupWise is installed. The fields remain
until the GroupWise server is rebuilt. GroupWise and GroupWise
applications are not affected by these fields.

To permanently remove the CallPilot Desktop Messaging folder, you must
uninstall Desktop Messaging.
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Configuring Lotus Notes

Introduction

This section provides the following configuration details:

» updating the Lotus Notes database design for Desktop Messaging

= setting up a copy of the CallPilot Address book on the Lotus Notes
server, and configuring automatic updates of the CallPilot Address Book

m disabling multiple password prompts in Lotus Notes
m enabling the Lotus Notes Auto-refresh feature

» adding a Call Directory to Contacts in the Lotus Notes Personal Address
Book

Updating the Mail database design

In Lotus Notes, the Mail database design determines which messages appear
in the Notes message list. There are two ways to update the database design
for Desktop Messaging:

= automatic update — Update the database automatically during Desktop
Messaging installation (recommended).

= manual update — Update the database manually after Desktop
Messaging installation.

Nortel strongly recommends the automatic update option. It provides the
optimal configuration for message storage, is compatible with customized
database designs, and does not require any manual updates to the database
design. The CallPilot administrator performs manual updates only if
required.

Important: Whether the automatic or manual update option is used, a user
needs sufficient access rights to update Mail database templates during the
Desktop installation. Lotus Notes 6 users need Manager rights.
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Updating the database automatically

To automatically update the Mail database, select the Update Lotus Notes
mail database and Update Lotus Notes Personal Address Book options
during Desktop Messaging installation. Once installation is complete,
Desktop Messaging is ready for use and no manual changes are required.

When you use this update method, Notes stores CallPilot messages in a
separate view. This configuration lets you easily prioritize CallPilot
messages since they are not mixed with e-mail messages.

Updating the database manually

A Lotus Notes administrator can manually update one or more mail
databases from the Lotus Notes server by running an update utility. By
running the update utility, you can add the Desktop Messaging folders and
views to the user’s mail database, without affecting any previous
customization to the database.

Alternatively, a Lotus Notes administrator or user can replace the database
design. Replacement of the mail database removes all customization to the
database. Users can consider replacing database design only if they want
CallPilot messages to be placed within the Lotus Notes Inbox along with e-
mail messages. For more information, see “Replacing the mail database
design in Lotus Notes” on page 191.

To update the database design from the Lotus Notes server

1 Install Desktop Messaging on the Lotus Notes server computer by
running LNSERVER.EXE from the Desktop Messaging CD.

Note: You must run LNSERVER.EXE on a Windows-based server.
LNSERVER.EXE does not run on other types of servers.

2 Start Update database design. From the Start menu, choose Programs>
Nortel CallPilot Desktop Messaging> Update Database Design. The
Update CallPilot mail databases dialog box appears.

3 Select Add CallPilot components, and then click OK. The Select
database(s) dialog box appears.

4 Select mail files to update, and then click Open.
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Setting up the CallPilot Address Book

Desktop Messaging supports two methods of storing/accessing CallPilot
address information in Lotus Notes:

= In Lotus Notes Personal Address Book — Users can access address
information downloaded from the CallPilot server to the Personal
Address Book located on the user PC. This option is useful when users
travel since they do not need to be connected to the network to address
messages. Users must manually download the address information from
the CallPilot server regularly to ensure that address information is up to
date.

» In the special Lotus Notes Public Address Book designed to store
CallPilot address information on the Lotus Notes server — Users can
access address information downloaded from the CallPilot server to the
special Public Address Book located on the Lotus Notes server. By using
this method, users do not need to manage a local copy of the address
book. In addition, this method saves disk space and slightly reduces LAN
traffic.

Once you install Desktop Messaging for Lotus Notes on a user’s
workstation, the user can download the CallPilot Address information
regularly to access and maintain a copy of the Personal Address Book on the
local computer.

If you want users to access the Public address book from the Notes server,
you must set it up for them. To do that, you install an empty Lotus Notes
database (callpilot.nsf) on the server, and populate the database with the
CallPilot address book information.

You must update the address book on the Notes server regularly with the
latest address information. You can manually download the address book or
configure the automatic update utility as a scheduled task to update the
CallPilot address book stored on the Notes server.
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To install the CallPilot database

1 Insert the CallPilot Desktop Messaging CD in the Lotus Notes server CD-
ROM drive.

2 Run LNSERVER.EXE. An empty callpilot.nsf is copied to the Lotus
Notes server.
To add the CallPilot database to the Lotus Notes workspace

1 From the Lotus Notes workspace, choose File> Database> Open. The
Open Database dialog box appears.

2 Open the Lotus Notes database from the Server.

Note: Ensure that you open the database from the Server, not locally.

Open Database [ %]

Server.
| CallPilot-Server j|

Done

Help
Databaze:

#®. CallFilot Address

Open

% Database Catalog

% Domino 1.5 User's Guide Add leon

% Domino S5L Administration

% MNortel's Address Book

@ MNorelNetworks/Mortel Stats

e MNotes Help -
Filename:

About....

e e

Icallpilot.nsf

3 In the database list, find “CallPilot Address Book” database (filename:
callpilot.nsf).

Click Select or Open.

Click Add Icon to add the icon to the Server Workspace. The new icon
appears on the Lotus Notes server workspace.

6 Click the icon, then open the address book.
Choose View> CallPilot (People).
Choose Actions> Download CallPilot Address Book.

Note: To download the address book, you must have a valid CallPilot
mailbox and password. Contact your IS administrator if you do not have
a password.

44 CallPilot



October 2006 Configuring Desktop Messaging

9

If the Download CallPilot Address Book command is disabled on the
Actions menu, do the following:

a. Open the callpilot.nsf file in Designer Mode.

. Select Actions> Download CallPilot Address Book.

Choose Edit> Properties.

Ensure that the Hide Action if Formula is True check box is cleared.

® o0 T

Close the Properties window. The Download CallPilot Address Book
command should now be available.

To set up the automatic update utility

1
2

Run LNSERVER.EXE if it has not already been run.

To avoid entering the Lotus Notes password multiple times, configure
Notes to share the Notes password with Notes programs. For more
information, see “Password prompts” on page 46.

Open the Public Address Book.
Navigate to Folders and Views/Servers/Program.

Select Program, and then click Add Program. The Program page
appears.

aﬂlc Edt ‘iew Cieate Achon: Tewt 'window Help

CE AR DRl 28 7 SR = S =i 0> B @]

T Clos= |\<§Saue L

Basics Schedule

Fingrarn name: " hninadbk. exe Ensbled/dissbled ENABLED ;g

Command line: Flun at limes: |04:00 AM ; each day
Sewvetormon | HoneNelworks/Monel /g Pk indmrel o g it ¥

Comments: : Drays of wesk: Sun, Mon, Tue, Wed, Thu,

Fii, Sat =

»  Administiation

6 Type nminadbk.exe in the Program name box. Ensure the Command

line box is empty.

7 Set Enabled/disabled to ENABLED.
8 Select the time and frequency that you want the update utility to run.
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9 Click Save, and then close the dialog box. Notes updates the address
book based on the specified schedule.

Password prompts

By default, Lotus Notes prompts for a Notes password when you access an
application linked to Lotus Notes. This means that when Desktop
Messaging for Lotus Notes is installed, you must enter the Notes password
twice — when you start Notes, and the first time you access the Desktop
Messaging folder during the Notes session. If desired, users can disable the
Notes password prompt for the Desktop Messaging folder.

To disable the Notes password prompt for Desktop Messaging

1 In Notes, choose File> Tools> Security> User Security. The Enter
Password dialog box appears.

2 Type your Notes password, and then click OK. The Security dialog box
appears.

3 Check the option: “Don’t prompt for a password from other Notes-
based programs.”

4 Click OK.

Lotus Notes Auto-refresh

If Auto-refresh is checked, CallPilot messages will automatically be added
to the Lotus Notes CallPilot view. This may impact network performance if
a Lotus Notes user has a large number (thousands) of email or CallPilot
messages.
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Note: The impact on network performance is caused by the Lotus Notes
client trying to synchronize with the Domino server. The CallPilot server is
not involved in this scenario.

CallPilot Desktop Messaging Properties ﬂ

General  Mail |.t‘-‘«ddre$s Enokl Audiol

Motification: | IV &uto Refresh [F9)
Default composze form: I\-’oice j
Defalt fanward/reply farm: |,-’.\3 received j

[ Include meszage header when fonwarding/replying

[ Include cover page when fonwarding fax:

I cower tif ﬂ Browze. . |

I Coreert voice messages ho WY for non-CallPilat recipients

¥ Show message waiting indicator [Mywl] on taskbar
™ Create sent item
I | Eriable fessage Fonwarding Fuls

Advanced... |
ok, I Cancel | Spply | Help |

If Auto-refresh unchecked, Lotus Notes users must manually refresh their
CallPilot view (F9) to see new CallPilot messages. While not as convenient,
network performance is not adversely affected.

Note: This setting affects the user interface of the desktop clients. When
connected to a CallPilot 4.0 server, the CallPilot Configuration control Auto
Refresh (F9) is hidden. The user is not able to check or uncheck the Lotus
Notes Refresh Agent.
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Adding the Call Directory the Lotus Notes Personal Address
Book

Use the following procedure to modify the Lotus Notes templates to permit
access to the Call Directory from the Lotus Notes Personal Address Book.

Note: This is procedure should be performed by the Domino server
administrator/designer who is familiar with Designer tools.

1 In the Domino Designer tool, open the cpperabXX.ntf template.

From the Contacts view, copy (<ctrl+c>) Call action in the Action pane.

3 Paste (<ctrl+v>) Call action to the same location in the Lotus Notes

Personal Address Book template.
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Section C: Configuring Internet mail

clients
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Configuration overview

Introduction

To use CallPilot with an Internet mail client, you must create and configure
an account for your CallPilot mailbox. The process is similar to setting up a
new e-mail account.

This section lists requirements for supported clients and provides an
overview of how CallPilot configuration works for these clients.

Requirements

You need the following information to configure an Internet mail client:

m the CallPilot mailbox number and password
m the VPIM network shortcut of the CallPilot server

m the fully qualified domain name (FQDN) or CLAN IP address of the
CallPilot server

m the search base to use for address searches in the CallPilot directory

Prior to configuring Outlook Express for CallPilot, ensure that “Outgoing
SMTP mail/proxy server” is configured properly on the CallPilot server.
Outgoing SMTP server settings can be configured in Message Delivery
Configuration page on the CallPilot server.
SMTP/VPIN +
Inzoming SMTRAPIN:
Outgoing SMTPAPIN:

Outgoing SMTP Mail/Proxy Server:

Security Modes for SMTP Sessions

Unauthenticated Access Restrictions

WPIM Compase Prefix:
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The mailbox number, VPIM network shortcut, and FQDN form your
CallPilot address. It is in the same format as an e-mail address.

VPIM mailbox

network shortcut number CallPilot server FQDN

I1 61 388&7002I @ server_name.callpilotl.com

CallPilot user identifier

For all Internet mail clients, you must specify the following information:

Setting in your e-mail client

Required CallPilot information

IMAP server name

The mail server for incoming mail.

Use the CallPilot server FQDN or
CLAN IP address.

SMTP server name

The mail server for outgoing mail.

Use the CallPilot server FQDN or
CLAN IP address.

LDAP server name

The directory server that contains
the CallPilot Address Book.

Use the CallPilot server FQDN or
CLAN IP address.

LDAP search base

The criteria used to locate CallPilot
addresses on the LDAP server.

Use the search base configured on
your LDAP server with the prefix that
identifies the type of addresses you
want to access. For more information,
see “Connecting to the CallPilot
Address Book™ on page 52.

User name

The name that uniquely identifies
your mailbox.

Use your CallPilot user identifier.
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Setting in your e-mail client Required CallPilot information
Text settings Ensure that your e-mail client is
Ensure that messages you send configured to send messages in plain

from your CallPilot mailbox are in text format.
plain text format.

Encryption settings If your CallPilot server supports SSL
encryption (IMAP and SMTP
protocols only, not LDAP when using
Internet mail clients), you can enable
SSL encryption in your e-mail client
to increase the security of your
messages.

CallPilot administrators should provide the server information and VPIM
network shortcut to users who need to manually configure Desktop
Messaging. You can also obtain the components of the CallPilot address
from CallPilot Player. Choose View>Options. Click the General tab to view
the mailbox and server settings.

The security options that your messaging system supports depend on the
configuration of the CallPilot server and the configuration of your e-mail
client. For details about the supported options in your e-mail client, see your
e-mail client online Help.

Connecting to the CallPilot Address Book

The CallPilot Address Book includes the addresses of individual users with
mailboxes on the local CallPilot server and distribution list addresses.

When you configure an Internet mail client, you must specify the address
book search base. The search base is the directory root for the part of your
company or organization served by the CallPilot server. When you use
Desktop Messaging with a CallPilot 2.0 (or greater) server, the search base
includes both a prefix and a suffix.
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prefix suffix

[ I ]
addressbook=user,dc=nortel,dc=ca

address format to include

Note: The addressbook name in the search base must be in lower case.

The address type you specify in the search base prefix determines the
address types that you can access from the address book.

address types prefix

individual recipients addressbook=user

individual recipients and shared distribution =~ addressbook=usersdl

lists

shared distribution lists (SDLs) addressbook=sdl
personal distribution lists (PDLs) addressbook=pdl
broadcast distribution lists (BDLs) addressbook=bdl
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Configuring Microsoft Outlook Express or
Microsoft Outlook

Introduction

This section describes how to configure the following e-mail clients:

m  Microsoft Outlook 2002 (XP) and 2003 (Microsoft Office XP client), if
you are using it as an IMAP client

m  Microsoft Outlook 2000 (in Internet Mail mode)
»  Microsoft Outlook Express
Before you begin, ensure that you have all the information required to

configure an Internet mail client. For more information, see “Requirements”
on page 50.

Outlook 2002 and Outlook 2003

To define your CallPilot mailbox settings
1 Choose Tools> E-mail Accounts. The E-mail Accounts wizard appears.

2 Select Add a new e-mail account, and then click Next. The E-mail
Servers page appears.
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3 Select IMAP, and then click Next. The Internet E-mail Settings (IMAP)
page appears.
E-mail Accounts 2|

Server Type
‘fou can choose the Bype of server your new e-mal acount will vork with »

" Microsoft Exchange Server
Connect ko an Exchange server to read e-maill, access public Folders, and
share docurnents,
" pOP3
Connect ko a POP3 e-mail server bo download
wour e-mail,

ey

Zonnect ko an IMAP e-mail server bo download e-mail and synchronize
mailbo Folders,

" HTTP
CZonnect ko an HTTP e-mail server such &= Hotmail to download e-mail and
synchronize mailbox Folders.

" additional Server Types
Zonnect ko another workgroup or 3rd-party mail server,

¢ Back I Mest = I Cancel

4 Specify the settings for your CallPilot mailbox.

m User Information—Type your name and CallPilot address in the
boxes. Your address should be in the following form:
<VPIM network shortcut><mailbox number>@ <local CallPilot server>

m Logon Information—Type your CallPilot mailbox number and
password in the boxes.

Note: Do not check the Log on using Secure Password Authentication
(SPA) box.
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m Server Information—Type the CallPilot FQDN in both boxes.

E-mail Accounts

Internet E-mail Settings {IMAP)
Each of these settings is required ko get wour e-mal account working,

21|

<

User Information Server Information

rour Marmne:! JSamia Elhennawey

E-mail Address: @cplabZ%a.ca.nortel.com

Logon Information

User Mame: J3|352

Fassyinrd: J******

W Remember password

[ Log on using Secure Password
Authentication (3P&)

Incoming mal server (TMAR:
Oubgoing mail server (SMTR):

|cplab244a.ca.nortel.c0m

Icplab244a.ca.nortel.com|

Maore Sethings ... I

< Back I Mest = I

Cancel |

5 Click Next. A confirmation page appears.
6 Click Finish.

To configure access to the CallPilot Address Book

1 Choose Tools> E-mail Accounts. The E-mail Accounts wizard appears.

2 Select Add a new directory or address book, and then click Next.
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3 Choose Internet Directory Service (LDAP) and then click Next.
E-mail Accounts e |

Directory or Address Book Type
‘¥ou can choose the type of directory or address book you'd like to add, »

i+ Internet Directory Service (LDAPY
Connect to an LDAP server bo Find and verify e-mail addresses and other
inFarmation.

" Additional Address Books
Connect ko an address book ko find and verify e-mail addresses and other
information.

< Back I Ment » I Cancel

4 Specify the following information:
m In the Server Name box, type the CallPilot FQDN.

m [f the CallPilot Address Book requires you to log on, check the This
server requires me to log on box, then type your user name and
password in the User name and Password boxes. The User name for
LDAP logon uses the following format:
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mail=<VPIM network shortcut><mailbox number>@ <local CallPilot

server>,<Search base>

E-mail Accounts

Directory Service (LDAP) Settings
You can enter the required settings to access information in & directory service,

2|

o

Server Information

Type the name of the directory server your Internet service
pravider ar syskem administrakor has given you,

Server Marme: cplab244a.ca.nortel.com

Logon Information

V| This server requires me ko log on

User Mame: |mail=16134548052@cplab

Passward: J******

Mare Settings ... I

< Back I Mext » I Cahcel |

Example: mail=16134548052 @ cplab244a.ca.nortel.com,dc=nortel,dc=c

a

Note: You must log on to the CallPilot Address Book to view distribution

list addresses.

5 Click More Settings. The Microsoft LDAP Directory dialog box appears.
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6 Click the Connection tab.

Microsoft LDAP Directory ﬂ

Connection | Search ]

i~ Display Mame
The display name as i appears in the Address Book

cplab244a.ca.nortel.com

—Connection Details

Pork: E
Use Secure Sockets r
Layer

(1] I Cancel Apply

7 Perform the following step:

= In the Display Name box, type a descriptive name for the address
book (for example “CallPilot Address Book”).

8 Click the Search tab.

Microsoft LDAP Directory |

Cornection  Search

[EERETE IS If your network is slow, increase the

Seatch brmeout in seconds: IE'D timeout value.
Specify the maximum number of entries you 100 . .
yish £ return after 2 successful searchi Type the maximum number of entries

to return for a search.

r— Search Options
Search base:

addressbook=user,de=nortel, de=ca

Bl Type the LDAP search base in the

en=users,dc=exchange, de=microsoft,de=com appropriate format. For details, see
“Connecting to the CallPilot Address
Book” on page 52.

DK I Cancel Appiy
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9

Specify the appropriate information, and then click OK. You must specify
the correct search base.

10 Click Next. A confirmation page appears.
11 Click Finish.

To configure text formatting

1

2
3
4

Choose Tools> Options.

Click the Mail Format tab.

In the Message Format section, select Plain Text.
Click OK.

Outlook Express and Outlook 2000

To define your CallPilot mailbox settings

O g A WO N =

Choose Tools> Accounts.

Click the Mail tab.

Click Add, and then choose Mail. The Internet Connection Wizard starts.
Type your name in the Display name box.

Click Next. The Internet E-mail Address page appears.

Type your CallPilot address in the E-mail address box. Your address
should be in the following form:
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<VPIM network shortcut><mailbox number> @ <local CallPilot server>

Internet Connection Wizard X 5[

Internet E-mail Address

“Your e-mall address iz the address other people uze to send e-mal mezzages to pou,

E-mail addrezs: I1 £134548052Ecplab244a ca nortel. com
For example: someone{@microsoft. com

< Back Mewt Cancel

7 Click Next. The E-mail Server Names page appears. Type the CallPilot
FQDN in both boxes if it does not automatically appear.
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8 Select IMAP as the incoming mail server type.

Internet Connection Wizard

E-mail Server Hames

by inzoming mail zerver iz a | IMAP = | server

Incaming mail (POP3, IMAF or HTTR] serven

cplab244a ca nortel. com

An SMTP zerver is the server that is used for your outgoing e-mail.
Qutgoing mail [SMTF] zervern

cplab?44a ca notel com

< Back Mest = Cancel

Type the CallPilot FQDN in both boxes if it

does not automatically appear.

9 Click Next. The Internet Mail Logon page appears with your IMAP

account filled in.
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10 Type your CallPilot mailbox password in the Password box.

Internet Connection Wizard X

Internet Mail Logon

Type the account name and password vour Intemet zervice provider hag given bou,

Bzzount name: J1 6134548052

‘xxxxxx

Pazawmord:

¥ Remember password

[f wour [ntermet service provider requires pou to wse Secwe Pazzword Suthentication
[SPa) to azoess your mail accourk, select the Log On Usng Secure Fazsword
Authentication [SPA] check box

[ Log on using 5 ecure Password Authentication (SPA)

< Back I Mext > I Cancel

Note: Do not check the Log on using Secure Password Authentication
(SPA) box.

11 Click Next. The Internet Connection Wizard - Congratulations page
appears.

12 Click Finish. The Outlook Express window appears.

13 Select Yes to download the folder list for the IMAP account that you just
created. Select No if you do not want to download the folder list at this
time.

14 To make additional changes to your account settings, follow these steps:

a. Choose Tools> Accounts.

b. On the Malil tab, select your CallPilot account, and then click
Properties.
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¢. Make the appropriate changes, then click OK.

For example, if you want to enable SSL for incoming or outgoing
messages, click the Advanced tab, then check the This server
requires a secure connection (SSL) box, as required.

#® cplab244a.ca.nortel.com (1) Propertie 2=

Eeneral] Ser'-.-'ers] I:Dnnecticlnl Secunty  Advanced I kAP I

Server Port Mumbers

Outgoing mail [SMTRPE I-IIEE Uze Defaults |

v Thiz server reguines a secuse connechon [SSL)

Incoming mail [1MAF]: I!]HEI

[V Thiz server requires a secure connechion [SSL]

Server Timeouts

Shatt —=F————— Loma 1 manute

Sending
[T Break apart messages langer than IE 1 3: kB

Dk I Cancel | Aol

Note: If you enable SSL for the Outgoing mail (SMTP) server, you must
manually change the port number to 465. CallPilot uses port 25 for
unencrypted communication and port 465 for SSL encrypted
communication with the SMTP server.

To configure access to the CallPilot Address Book
1 Choose Tools> Accounts.
2 Click the Directory Service tab.

3 Click Add, and then choose Directory Service. The Internet Connection

Wizard starts.
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4 On the Internet Directory Server Name page, specify the following:

= Type the CallPilot server FQDN in the Internet directory (LDAP

server) box.

» |f you want to access your Broadcast, Shared or Personal Distribution
lists you must select the My LDAP requires me to log on checkbox.

Enter your Account name as follows:

mail=<VPIM network shortcut> <mailbox number> @ <local CallPilot

server>,<Search base>

Example: mail=16129372549 @ cpi0008.us.nortel.com,dc=nortel,dc=ca

» Enter your CallPilot Password for this mailbox.

cplab244a.ca.nortel.com Properties el |

General l Advanced ]

Diirectory Service Account

£ Type the name by which vou would like to refer to thiz
zeryer. For example, “Wiork Directony™ or “Microzoft
= © Directom Server

cplab244a canort

Server Information

Server nanme: |-:pld:244a.ca.nu:urtel.cnm

[+ This server requires me bo kog on

Account name: |mei=1B134548052@cplab244a.ca.r‘u:urtE

[

Eazswond:

[ Log on using Secure Password Authentication

[T Check names against this server when sending mail

(] % I Cancel Al
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ATTENTION!
& Do not select Log on using Secure Password

Authentication. If this option is selected Outlook Express
uses LDAPv3 only and the connection is rejected from
CallPilot server as it only supports LDAPv2.

The Find People error is displayed:
]

The specified directory service has denied access,
Check the Properties fior khis directory service and verify
that wour Suthenkication Type settings and parameters are correct,

Note: If you are setting your search base (advanced tab) to only search
for users, you do not need to select the My LDAP requires me to log on
checkbox.

Click Next. The Check E-mail Addresses page appears.

To check for addresses in the CallPilot LDAP directory when addressing
messages, click Yes.

7 Click Next. The Congratulations page appears.

8 Click Finish. The Internet Accounts page appears.

9 Click Properties. The LDAP Server Properties dialog box appears.
10 Click the Advanced tab.

ATTENTION!

The Require SSL is supported for Internet Mail Clients.
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11 Specify the appropriate options.

'%ﬂcplah244a.ca.norteh:nm Propertie x|

Gereral Advanced ]

Server Part Mumnber

[rirectaory service [LDAPT |3B Usze Mefault |

[ This server requires a secure connechion (SS1)

Search
Search fimeout If your network is slow, increase the
Shot =f———— Lona Ll P— time-out value.
b awirnumn number of matches bo retum: 200 X i
= Type the maximum number of entries
Search base: |addmhnk=user,dc=noltel,dc=ca

to return for a search.

I Use simple search fiker

Type the LDAP search base in the
appropriate format. For details, see
“Connecting to the CallPilot Address
Book” on page 52.

0K I Cancel Apply

12 Click OK.

13 To modify the search order, click Set Order. In the Directory Services
Order dialog box, modify the search order as required, using the Move
Up and Move Down buttons.

14 Click OK to save your changes.
15 Click Close.

To search a CallPilot directory for names

When searching for names in a CallPilot directory, you must use the
Advanced tab of the Find People dialog. You cannot search for CallPilot
records if you do not use the Advanced tab.
1 To open this dialog box :

a. Select the Addresses toolbar .

b. Choose Find People toolbar button. The Find People dialog box
appears.
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c. Choose Advanced tab.

2 Choose the CallPilot directory you want to search from the Look in:
dropdown menu.

3 Inthe Define Criteria section, set up the search you want to conduct by
choosing the appropriate values from the dropdown menus and entering
the person’s name in the text field above the Add button.

4 |f the structure of the search is correct, click the Add button. The search
string is displayed in the field below the dropdown menus. The Remove
button deletes the search string from this window.

5 Click the Find Now button to run the search. Result is displayed in the
text field at the bottom of the dialog box.

[E2 Find People - {15 entries found) 2 x|
Lok i Jcplah244a.ca.norte|.com j e Site... |
People Advanced l
r— Define Criteria it |
Marme Ll Jcontains ﬂ I‘ Stop |
Fame containg * Clear Al |

Lloze |

MName -~ | EMail Addvess A | Properties I
(23 Adams Soott 1514545486 @cplab?244a .
(23 Adams Shawn 16134544957 @cplab?44a. . Lkt |
6 Adams Skip 16134542354 GEcplab244a . Add to Address Book |
!%;']Adams Tara 161345444533 cplab244a . =
%Adams Wwanda 16134548601 @cplab?44a .
%Adams-anz Tuzhanna 161345446143 cplab244a
%Adamski Daniel 16134543550@Ecplab244a .
6 Adamyk Gord 16134546266@cplab244a...
!% El-Hennawey 5amia 16134548002@cplab?44a.. T

6 You can select one or more of the entries returned by the search and
add them to your Address Book by clicking the Add to Address Book
button.
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Require SSL Feature for CallPilot server:

CallPilot release 4.0 supports a new feature Require SSL. The server is
enabled to force the clients to use SSL to connect over IMAP, SMTP, or
LDAP by the use of three separate check boxes. For more information refer
to CallPilot Administration Guide, 555-7101-301, Secure Sockets Layer.

m If SSL is turned off on Outlook Express for IMAP (to retrieve
CallPilot messages) while Require SSL box for IMAP is checked on
the server side, the connection is rejected.
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m [If SSL is turned off on Outlook or Outlook Express for SMTP (to
send CallPilot messages) while Require SSL box for SMTP is
checked on the server side, the connection will be rejected with an
error.

ol

B Outlook Send/Receive Progress

1 of 2 Tasks have completed successiulky

=< Details

[ Don't shiow this dialog bo:: during Send/Receive

Tasks  Errors I

! Task 'cplab244a.ca.nortel.com - Sending’ reported error {(0x800CCC0F) @ The ;I
connection ko the server was inkerrupted. IF this problem continues, contact vour
server administrator or Internet service provider (I5P). The server responded: 421
cplab244a,ca.nortel.com{47.11.40.19%8) I am busy. Try again later...'

=i Outlook Express
Some ernmors occumed while processing the reguested tasks.

& Please review the ist of emors below for more details:
Stop |

<< Details |

Tazks Errors ]

® An unknown enmor has Dc:cumad. Account ‘cplab?44a ca nortel. com [1]. Server:
'‘cplabZ44a ca norel.com’. Protocok SMTP. Server He:sponse ey |
cplab244a[47.17.40.192] | am busy. Ty agamn later. ", Port: 25, Secure[SSL): Mo
Server Error: 427, Emor Mumber: DxB00CCCET

O of 1 tazks have completed successiully
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m [If SSL is turned off on Outlook Express for LDAP (to download the
Address Book) while Require SSL box for LDAP is checked on the
server side, the connection is rejected.

Find People x|

& There are no enkries in the directory service that match vour search criteria,

To configure text formatting

1 If you are using Outlook Express, check the following settings:
a. Choose Tools> Options.
b. Click the Send tab.
c. In the Mail sending format section, choose Plain Text.
d

. Click Plain Text Settings. The Plain Text Settings dialog box
appears.

@

In the Message format section, choose MIME.

In the Encode text using list, choose None.
g. Click OK.

2 If you are using Outlook, check the following settings:
a. Choose Tools> Options.
b. Click the Mail Format tab.
c. In the Message Format section, select Plain Text.
d. Click OK.

3 If you add addresses from the CallPilot LDAP directory to your Outlook
Express personal Address Book, check the following setting:

a. In the personal address book, right-click the recipient name. On the
pop-up menu, click Properties. The Properties dialog box appears.

b. Click the Name tab.
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c. Ensure that Send E-Mail using plain text only is checked.

To enable the viewing of faxes
If you are using Outlook Express 6.0, check the following setting:

1 Choose Tools> Options.
2 Click the Security tab.

3 Ensure that the checkbox for the “Do not allow attachments to be saved

or opened that could potentially be a virus” is not checked, as shown in

the following view:

General Fead | Receipts Send Compose Signatures
Speling | Security | Connection I M aintenance

ig Protection
3 Select the Intemet Esplorer zecunty zone to uze;

() Internet zone [Less secure, but more functional]
(¥} Resticted sites zone [More secure)

Warn me when other applications ty to gend mail as me.
I.Inchf'%D Do nat allow attachments bo be saved or opened that could

this! potentially be a virus.
-ure b ail
Digital ID= [alzo called certificates] are special
% documents that allow wau ta prave paur identity in
electionic hanzactions. Digital ID's..
To digitally zign meszages or receive encrypted
mezzages, you muzt have a digital [D. Get Digital 1D...

] Enciypt contentz and attachments for all outgoing messages

] Digitally sign all autgoing messages

Advanced...

(] ][ Cancel ][ Apply ]
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To test your Desktop Messaging account

1 Exit and restart your e-mail client to ensure that your new settings take

effect.

Use your telephone to log on to your CallPilot mailbox.

Compose a test voice message and send it to yourself. The message
appears in your CallPilot Inbox.

i Inbox - Outlook Express provided by Nortel Networks | 10] =]
J File Edit “iew Tools Message Help

|Breee | & X |8~ @&~

%= Inbox

Falders X

!|Q|‘?|l|Fr0m

| Subject

| Receivec

%3 Outlook Express
é-@ Local Folders
&2 Inbox
68 Duthiox
SE Sent ltems

@ Deleted lterns

i

g 21 Mike Hassin

(|

(7240) 0:33 Yoice Message 127144200

Frem: Anna Xiu  Te: Mike Hassin
Subject: (7240) 0:33 Voice Message

|1 rmessage(s), 0 unread

@ Warking Online

N
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Configuring Netscape Mail

Introduction

This section describes how to configure Netscape Mail 7.2x or later for use
with Desktop Messaging.

Before you begin, ensure that you have all the information required to
configure an Internet mail client. For more information, see “Requirements”
on page 50.

Note: If Netscape is set up with a POP3 e-mail account, you must set up a
different Netscape IMAP account for CallPilot. You cannot use a single
profile for accessing both POP and IMAP accounts.

Defining outgoing mail server settings in Netscape

Netscape is designed for use with a single outgoing (SMTP) server.
CallPilot messages must be sent using the CallPilot server—you cannot use
a different outgoing server for CallPilot messages. Ensure that you follow
these guidelines to ensure proper configuration of Netscape.

If you plan to use multiple mail accounts in Netscape, ensure that you
specify a separate outgoing server for CallPilot. The CallPilot server should
not be set as the default outgoing mail server for all your mail accounts.

CallPilot server rejects e-mail messages with addresses or attachment types
that are not supported by CallPilot. CallPilot supports plain text (not Rich
text), VBK and TIFF-F attachments.

Feature limitations
Netscape 6.x does not support authenticated logon to an LDAP server, you
cannot view distribution lists in CallPilot Address Book.

74

CallPilot



October 2006 Configuring Desktop Messaging

Netscape 7.x releases only supports LDAP version 3 to connect to CallPilot
server. Since CallPilot server only supports LDAP version 2, the connection
will be rejected with a “LDAP version mismatch.” Without this support,
you cannot download Address Book or distribution lists from CallPilot
server.

To define your CallPilot mailbox settings using Netscape

1 From the main Netscape window, choose Windows> Mail &
Newsgroups. The Mail & Newsgroups window appears.

2 Choose File> New> Account. The Account Wizard appears.

x|

Mew Account Setup

In ordet ko receive messages, vou first need to set up a Mail or Mewsgroup
accounk.

This Wizard will collect the information necessary bo set up a Mail or Newsagroup
accounk, IF wou do nok know Ehe information requested, please contact vour
Swstem Administrator or Inkermet Service Provider.

Select the bype of account you would e o set up:

() Email account
() AOL account (For example, jsmith@aol.com)
() Metscape Webmail (For example, jsmith@netscape.net)

O Mewsgroup account

< Bac ] [ ezt = ] [ Cance|

3 Select Email account, and then click Next.

4 On the Identify page, type your name and CallPilot address in the boxes,
and then click Next. Your address should be in the following form:
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<VPIM network shortcut><mailbox number> @ <local CallPilot server>

Account YWizard |

Identity

Each account has an identity, which is the information that identifies you to others
when they receive wour messages.

Enter the name wou would like ko appear in the "From” field of wour outgoing
messages (For example, "John Smith™).

Aour Manme: |Samia El-hennawey |

Enter wour email address. This is the address others will use to send email to wou
(For example, "useri@example.net™).

Email Address: |1613454-3132@qid12443.ca.mte|.c0rd |

[ < Back ] [ Mexk = ] [ Cancel ]

5
6

On the Server Information page, select IMAP.

In the Incoming Server section, type the CallPilot FQDN in the Server
Name box.

In the Outgoing Server section, type the CallPilot FQDN in the Server
Name box, and then click Next.

The Outgoing Server box only appears if a default outgoing mail server is
not defined in Netscape. If a server is already defined, complete the
configuration in the Account Wizard, and then follow the instructions in
the procedure. see “To specify CallPilot server as the outgoing mail
server” section on page 78
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eoount Wizard [x] Account Wizard ]
Server lnform etlon Senver lformation

HL'Mlﬂg Senel 'II\JIIHIIQ S

Selacl the typa of Iscoming Sarver i 38 UsIng. Saliact tha byme of mcoming sarer yau ar UEng.

O PP @ map O POF @ ae

Epter the nanes of yaur incaremg sefer [for sxample, Ester te neme al yous (Reoming setves [l esamgle

“rnail guample nol'] “reail guamipn pal’]

Sarver Hama JoeaizencEipiol cam Sarver Hame paicsuser callp ot o ]

. \

Outgay Serer ESMIF) ‘anlpgfimal poi 6 sl &8 gour ulgong sener

Entar tha nama of yaur auig oing sans [SMTF) (i (SMTH). ¥ou riead anly une autguing serer, even for

shampa, "5t axampa nat’) rmullipie accaunts. Momaly you chooss the outgaing
anfvnr fof yodr most schies mall sccourd. To sgaoly

Sorve) Name [ocraeoapioon addiiansl nutitieg aemom, thooss Mel & Netegrops

Lagount Setings fram the Edit meny,

Cowel | [ Back | [ Maw | | | enwl | [ Baex | [ Hem |

Note:

m You must use the CallPilot server as the outgoing mail server for your
CallPilot mailbox.

m Do not select CallPilot server as your outgoing mail server for other
mail accounts that you set up in Netscape. CallPilot server rejects
e-mail messages with addresses or attachment types that are not
supported by CallPilot.

8 On the User Name page, type your CallPilot user identifier, then click
Next.

9 On the Account Name page, type a name for your CallPilot mailbox to
help you to identify it in Netscape Mail, then click Next.

10 On the Congratulations page, verify your CallPilot mailbox information,
then click Finish.
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To specify CallPilot server as the outgoing mail server

1 From the main Netscape window, choose Windows> Mail &
Newsgroups. The Mail & Newsgroups window appears.

2 Choose Edit> Mail & Newsgroups Account Settings. The Mail &
Newsgroups Account Settings window appears.

Mail & Newsgroups Account Settings . . 1'
Account Settings - <cplab24da_8052:>
Server Settings
- Copies & Folders The: Fallowing information is needed before you can send messages. I you do
| N ] ot kniow the information requested, please conkact your systenm administratar
-Campostion &Addressing | o Tneeiner Service Provider.
|+ Offiine & Disk Space Account Mamei  [cplab244a_s0s2
Refturn Receipts
Security Identity
Local Folders Each account has an identity, which is the information that other people see
Qutgaing Server (SMTF) when they read your messages.
Free Webmsail
Your Name: [Samia Elhennawey |
Email Address: [16134548052@cplab244a, canortel. com |
Reply-to Address: | |
Orgariization; | |
[ Attach this signature:
[ Attach my vCard to messages Edit Card...
[ Add Accounk. ., ]
5 [ ]
[ Remove Account ]
ok ) (concel ) (e )
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3 Inthe account list, select Outgoing Server (SMTP).

Mail & Newsgroups Account Settings
Qutgoing Server (SMTP) Dutgoing Server (SMTP) Settings ‘
Free \Webmail

Orly one outgoing server (SMTP) needs ko be specified, even if you have several mail
accounts. Enter the name of the server for outgoing messages.
Server Name: |cplab244aca.nortel.com
Paort:
Use name and password

User Name: [16134548052
Use secure connection (S5L):

() Mever  (v) When avallable () Always

[ Add Account. . ]
[ Ok ] [ Cancel ] [ Help ]

4 Click Advanced. The Advanced Outgoing Server (SMTP) window

appears.
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5 Click Add. A new window appears.

Advanced Qutgoing Server (SMTP) Settings

Although wou can specify more than one oubgoing server
[3MTP], this is recommended only for advanced users, Setting
up multiple SMTP servers can cause errors when sending
MEssanes,

cplabz44aca. nortel, comi 25 (Default)

6 Specify the server settings.
a. In the Server Name box, type the CallPilot server FQDN.
b. Ensure that the User name and password check box is not selected.

¢. In the Use Secure connection (SSL) section, select Never, Always,
or when available.

d. Click OK to save your changes.
e. Click OK to accept the list of outgoing servers.
7 Inthe account list, select your CallPilot account.

On the Account Settings page, click Advanced. The Advanced Account
settings dialog box appears.

9 In the Server list, select the CallPilot server.
10 Click OK.
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To configure Copy and Folder settings

1 From the main Netscape window, choose Windows> Mail &
Newsgroups. The Mail & Newsgroups window appears.

2 Choose Edit> Mail & Newsgroups Account Settings. The Mail &

Newsgroups Account Settings window appears.

Mail & MNewsgroups Account Settings

= DuddlyDo@someplace. com

| Copies & Folders

‘when sending messages, automatically:

Addressing
[+] Pl g
* Disk Space lace a copy in
LReturn Receipts (=) "Sent" Folder on: [ DuddlyDo@someplace. com | V]
- Security O Other: [ |

Local Folders

[ Bee these email addresses: |

Cukgoing Server (SMTR)

Drafts and Templates

Keep message drafts in:

(=) "Drafts" Folder on: [ Dudd\yDD@snmeplace.cnm|V]
(O other: [ Dudd\yDn@snmeplace.cnmlV]
Keep message kemplates in:
(&) "Templates" Folder on: [ DuddlyDo@somepIace.com|V]
Add Account... ]
() Cther: [ DuddlyDo@somepIace.com|']
Set as Defaul ] [ shaw confirmation dialog when messages are saved
Remove Account ]
[ [8]4 ] [ Cancel ] [ Help

© 00 N o g b~ W

In the account list, select Copies and Folders.

For Place a Copy in, select Other.
Change the location to Local Folders> Sent.

For Keep Message Drafts in, select Other.

Change the location to Local Folders> Drafts.

For Keep Message Templates in, select Other.

Change the location to Local Folders> Templates.

To configure text formatting

1 From the main Netscape window, choose Edit> Preferences. The

2

Preferences window appears.

In the Mail & Newsgroups category, select Send Format.
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3 Select Convert the message to plain text.

4 Click OK.
Preferences
Cateqgar
db Send Format |
[» Appearance
[» Mavigatar Wwhen sending messages in HTML Farmat and one of maore recipients are nok
b Composer listed as being able ko receive HTML:
= Mail & Mewsgroups (®) Askme what to do (Mail prompts you to choose a Format)
- Windows (0 Convert the message to plain text {some farmatting may be lost)
~Message Display O Send the message in HTML anvway (some mail programs may not be able
- Mokifications ko display it)
Comnposition (0) Send the message in bath plain text and HTML (larger message size)
‘¥ou can override these settings For individual messages by using the Options
- Addressing menu while composing a message,
- Labels

~Return Receipks
[» Instant Messenger
[ 1CQ
[» Privacy & Security
[» Advanced

Offline & Disk Space

HTML and Plain Texk Domains

When you send a message to an address with one of the domain names
listed below, Mail automatically sends the message in the correct Farmat.,

HTML Domains

Flain Text Comains

niekscape, com
Delete

aol.com i
C5.C0m

wahoo, com E
hioktmail, com o

[ [0]4 ][ Cancel ][ Help ]

Choose Windows> Mail & Newsgroups. The Mail & Newsgroups
window appears.

Choose Edit> Mail & Newsgroups Account Settings. The Mail &

Newsgroups Account Settings window appears.

Right click on mail account to open the properties.

Clear the Compose message in HTML format check box.
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9 Click OK.
Preferences
Categar Py
L Composition ‘
[» Appearance
b Havigator Forwarding and F.eplying to Messages
[» Composer
< Mail & Newsgroups Forward messages: n
- Windows Automatically quote the original message when replying
- escage Display Then, [ start my reply above the quoted text |V]

- Matifications

- Composing Messages

send Format

[ check spelling before sending

- Addressing
- Labels 0 For messages that contain 8-bit characters, use 'guoted printable’
Return Receipts MIME encoding. Leave unchecked to send the messages as is.

[» Instant Messenger Canfirm when using kevboard shortout to send message

[ ICQ Wrap plain text messages at characters

[» Privacy & Security
[» Advanced
Offline & Disk, Space

Character Coding: [ Western (150-8859-1) Rd

Defaults for HTML Messages

Font: [ Yatiable Width |V]
Size: Text: M| Background: [
[ Ok ] [ Cancel ] [ Help ]

To configure access to the CallPilot Address Book

Note: Since Netscape 6 does not support an authenticated logon to an LDAP
server, you cannot view distribution lists in the CallPilot Address Book.
You can only view individual CallPilot addresses.

Note: Netscape 7.x release only supports LDAP version 3 to connect to
CallPilot server. Since CallPilot server only supports LDAP version 2, the
connection will be rejected with a LDAP version mismatch. Without this
support, you cannot download the Address Book or distribution lists from
CallPilot server.
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1 Choose Windows> Mail & Newsgroups. The Mail & Newsgroups
window appears.

Choose Edit> Preferences. The Preferences window appears.
In the Mail & Newsgroups category, select Addressing.

In the Address Autocompletion section, check both the Local Address
Books and Directory Server options.

Preferences
Categar i
Ll Addressing |
[» Appearance
[ Narvigator Email Address Callection -
[» Camposer

Email addresses from outgoing messages can be automatically added to a

= Mail & Newsgroups local address boak.

- Windows
Add email addresses ko my: Personal Address Book |V]

~Message Display :
- Motificati

cHieatiens - Address Autocompletion -
- _omposition
- gend Farmat when addressing messages, look For matching entries in:
- Addressing Local Address Books
~Labels Direckary Server: ] [ Edit Directories. ..

~Return Receipts
[» Instant Messenger
b 106
[» Privacy & Security
[» Advanced

OFfline & Disk Space

[ OF ][ Cancel l [ Help ]

5 Click Edit Directories. The LDAP Directory Servers window appears.
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6 Click Add. The Directory Server Properties dialog box appears.

Directory Server Properties
eneral 1 Offline: I Advanced ]

Iarne: |cplab244a.ca.n0rtel.c0m |

Hostname: |cplab244a.ca.nortel.com |

Base DN |addressb00k=user,dc=n0rtel,dc=ca |

Port number:

Eird DN; 6134548052 |

[[] Use secure cannection (55L)

[ 0K ][ Cancel ][ Help ]

7 Specify the connection information for the CallPilot Address Book:

a. In the Name box, type a name for the CallPilot Address Book to help
you to identify it.

b. In the Hostname box, type the CallPilot server FQDN.

c. Inthe Base DN box, type the LDAP search base for viewing individual
addresses only.

addressbook=user, <search base suffix>

Example: addressbook=user,dc=nortel,dc=ca

For more information about the search base syntax, see “Connecting
to the CallPilot Address Book” on page 52.

8 Click OK, and then exit the LDAP Directory Servers window.

9 Choose Edit> Mail & Newsgroups Account Settings. The Mail &
Newsgroups Account Settings window appears.
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10 Expand your mail account list and then select Addressing.

Mail & Newsgroups Account Settings 1]
“eplab244a_6052 Composition & Addressing
Server Settings
i Copies & Folders Composkion
E"'C(I mposition & Addressing
L Offline & Digk Space [ Compase messages in HTML format
Return Receipts Automatically quote the original message when replying
Security
Local Folders Then, [ start my reply below the quote ']
Cutgaing Server (SMTR)
Free iebmai
~ Addressing
when looking up addresses:
() Use my glabal LDAP server preferences For this account
{®) Use a different LDAP server:
[ cplab244 a-AddressBook |V] Edit Directaries. ..
[ Add Account, ., ]
[ Remowe Account ]
ok ) (Cconcel | 1o ]

11 Select Use a different LDAP server, and then select the CallPilot
Address Book (the server you added in step 7) from the server list.

12 Click OK.

To test your Desktop Messaging account

1 Exit and restart Netscape Mail to ensure that your new settings take
effect.

2 Use your telephone to log on to your CallPilot mailbox.
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3 Compose a test voice message and send it to yourself. The message
appears in your CallPilot Inbox.

[E2" Mail & Newsgroups =J= a
.. Eile Edit View Go Message Tools Window Help
-— Se & & B R B a8 s ()
Name |I!J 21| Subject Sender Date “ | F | Prant
= e CallPila = i 9262126 10 Voice bieassge b 1232001 1:31 PM -
fERINBDE S SORTREN0NC, 012 Vescs Mo Miaac J 1232001 Bie PW -
P pa Hetscape: Webmail = SUISLAZAELT) 200 Voo Mossage MARK WEARE 1282001 5:18FPM -
b =1 CallPilor = SNIELATIEL T} 125 Viasce Mas=age MARKOWEARE 12602001 5:21 PM -
[ @ Lecal Falders = BAIS76E3005) 0:00 Vescs Mossage Mass J 1252000 LT PM ©
=) m s,
My Slgabar, L N ey T Ty pm——" AMQchm ens [ (5 veon 102 v
From: Lnknean <$OICF=61 20505 2 | 2GGronmacitial o3 nomn
R Date- 1232001 131 P1t
f Te: b Tan <1dh Cig >
4
B B A 950 | Doeument Dans | Waraad 0] Tolak
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To test your Address Book download

1 From the main page, choose Windows> Address Book.

£ Address Book E]@

. File Edit Wiew Tools ‘Window Help

£ oAl B D % b A

A!\ p ;f Mew Card  Mew List Propeties  Compose I Syine 5

% Name or Email contains: | | [
{2k Personal Address Bock
{2k Callected Addresses Hame ‘ Email Screen M., | Company | Work Phane |E§

Jane Jones  jane.jones@icorp. com

[E2) John Smiith  johin, smith@arywhere. com

] [ﬁdvanced... ]

@ E & @ g ITotal Cards in Personal Address Book: 2 |:QE:1 A
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2 Select the required Address Book. Select Tools> search address.

@ Advanced Address Book Search

BE] X

Search in: [ Personal Address Book |V]

() Match all of the fallowing  (8) Match any of the following

[ any Hame [»] [ contains R4l |* |
Ceewer )

Mamie | Emnail Screen Mame Compary ‘Waork Phone |E¥|
[Leroperties | [ c

| Done —m

3 Enter * to search all and click Search.

Note: For release 7.x you will always receive No Enter Matches. This is a

limitation of Netscape, since Netscape is using LDAPv3 and CallPilot
server is using LDAPv2. CallPilot server is rejecting the connection with
correct error code indicating the version mismatch. The error code is not

interpreted correctly by Netscape.
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To Configure SSL encryption for Netscape

A. For Incoming (IMAP)

1 From the main Netscape window, chose Windows> Mail &
Newsgroups. The Mail & Newsgroups window appears.

2 Choose Edit> Mail & Newsgroups Account Settings. The Mail &
Newsgroups Account Settings window appears.

3 Select Server Settings and click on SSL.

Mail & Newsgroups Account Settings
vD:.lddlyDo@somepIace.com ‘ Server Settings ‘

g---Server Settings
E---Copies & Folders Server Type:  POP Mail Server
E---Addressing Zerver Mame: |cplab244a.ca.nortel.com |
~Disk Space User Mame:  |16134548052 |
i~Return Receipts
Part: EES]
“-Security -

Local Folders -~ Server Settings -

Outgoing Server (SMTP)

Use secure connection {S5L)

Check For new messages at starkup

Check for new messages every minutes
Automatically download new messages

[ Leave messages on server

0

Empty Trash on Exit

[ Add Account... ] |5

[ Sek as Default

Local directary:
[ Remove Account ] |C:'I,DOCUMENTS AMD SETTINGS\WDANDER S APPLICATION DATA'I,MDZiIIa'I,Pr0fi|es'l,defau|t'|

[ oK ][ Cancel ][ Help ]
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B. For Outgoing (SMTP)

1 From the main Netscape window, choose Windows> Mail &
Newsgroups. The Mail & Newsgroups window appears.

2 Choose Edit> Mail & Newsgroups Account Setting. The Mail &
Newsgroups Account Settings window appears.

3 Select Outgoing Server (SMTP).

Mail & Newsgroups Account Settings
¥ Dddyhesomepiace com | Outgoing Server (SMTP) Settings ‘
;---Server Setkings
5---C0pies & Folders z = z ?
) Only one outgoing server (SMTP) needs to be specified, even if you have several mai
;---F\ddressmg accounts, Enter the name of the server for outgoing messages,
-~ Disk Space
g'"Ret“m Receipts Server Mame: | cplab244aca.nortel.com
" Securit
ity -

Local Folders
Use: name: and password

Outgaing

Liser Name: 16134548052

Use secure conneckion {35L):
() Mever  (8) When avalable () Always

[ Add Account.. ]

[ OK ][ Cancel ][ Help ]
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Configuring Qualcomm Eudora E-mail

Introduction

This section describes how to configure Qualcomm Eudora E-mail for use
with Desktop Messaging.

To change any part of this configuration after it is complete, select Tools>
Options in Eudora.

Before you begin, ensure that you have all the information required to
configure an Internet mail client. For more information, see “Requirements”
on page 50.

Note: The configuration instructions below assume that you have an
existing mail account in Eudora, and that you are setting up Desktop
Messaging as an additional mail account. If you do not have an existing mail
account defined in Eudora, the New Account Wizard appears when you start
Eudora.
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To define your CallPilot mailbox settings

1 In Eudora, choose Tools>Personalities. The personalities list displays a

list of your mail accounts in the left pane.

2 Right-click in the personalities list, then choose New from the context
menu. The New Account Wizard appears.

AN ¥W Account Seftings

‘Wauld you ke to :

{* Create a brand new email account:

-

j " Import settings from an existing email account

Email
Account SEtI.II] {" skip directhy ko advanced account setup

QIJAL'EOM-“W

= Back I Next = I Cancel Help

3 On the Account Settings page, choose Create a brand new
e-mail account.
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4 Click Next. On the Personality Name page, type Personality Name in the
Personality Name box.

New Account Wizard x|

AU R.¥Y Personality Name

‘Whiak would you ke to call this personality® Flease note
thak this name should be as descriptive as possible, so
thak you can easity remember which email account this
- personalty refers to.

j Personalicy Name: | cplab244a-6052

= (e.0. —= My Laptop Account)
Email
AccountSetup

QUAL‘COM‘\-'\G

= Back Next = Cancel Help

5 Click Next. On the E-mail Address page, type your CallPilot address in
the E-mail Address box. Your address should be in the following form:

<VPIM network shortcut <mailbox numbers> @ <local CallPilot server>
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Example: 1613458052 @cplab244a.ca.nortel.com

New Account Wizard g x|

I NN W Email Address

Please enter your emall address which has been assigned
to wou by your Intermet Service Provider, This address wil
be the address other people use to send email ko wou,

-

j Email Address: I 16134546052@cplabZ44a, ca.nortel.c
{e.0. -—= cjones@isp.com)

Email
AccountSetup

QUALCOM-'\'

« Back Mext = Cancel | Help |

6 Click Next. Fill in the Your Name dialog box.

New Account Wizard i H i w

R ER-¥W Personal Information

In the edit box below, please enter your name as you
would like it to appear in the From” field of your outgaing
mEssage.

-

j YourName: | ChrisJores |

{e.g. ---= Chris Jones)

Email
AccountSetup

QI.IALEO!&'-.«‘\.-"-I

< Back “ Mext = ][ Cancel ] [ Help
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7 Click Next. On the User Name page, verify that the User Name box

MNew Account Wizard

EUDORA

contains your CallPilot user identifier.

User Name

In the edit box below, please enter the name you will use
to log inko this account,

-
J User Name:
= (2.0, —= cjones)
Email
AccountSetup
QUALCOM"\.N
< Back Mext = Canoel | Help

8 Click Next. On the Incoming E-mail Server page, enter the value for the

FQDN of the CallPilot server in the Incoming Server dialog box.
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9 Choose the IMAP server type.

New Account Wizard

EUDORA

Incoming Email Server

In the edit box below please type in the Full name of your
incomirg mall server,

- Incoming Server: I 161oplabZ44a.ca.nortel.com
/ (e.0. —= mail.isp.com )
. Please choose the type of server yvou are using, You can
AccountSetup S b0 & pu
QUALCOM'\.-"\'
< Back Mext = Cancel Help

10 Click Next. On the IMAP Location Prefix page, ensure that the Location
Prefix box is blank.

Mew Account Wizard

EUDORA

IMAP Location Prefix

Some IMAP servers reguire & location prefix in order bo
find wour personal mailboxes. For example, the University:
of Washington's IMAP server may require the location
prefix “~jtall

-
j IF your server requires a prefix, bype it in below,
= Otherwise, leave i blank.
Email
AccountSetup
Location prefi:
QUALCOM'\.-"\' I
= Back. Mext = Cancel Help
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11 Click Next. On the Outgoing E-mail Server page, verify that the Outgoing
Server box contains the FQDN of the CallPilot server.

New Account Wizard X|

SRR P Outgoing Email Server

Please enter the name of wour outgoing email server
(SMTP server) in the edit box below:

-

= ‘fou can akeo chooss whether o not wou want ba allow
Ema| | Eudora ko authenticate to the outgoing email server
wihen sending mall. For most accounts, leaving this an
AccountSetup I E ==

(e.0, —= smtp.isp.com )

¥ allow authentication

Qumcom-";

= Back. hext = Cancel Help

12 Click Next. On the Success page, click Finish. Eudora prompts you for
your CallPilot password.

i e

Flease enter the current password For:
16134548052@ 161 cplabZ44a.ca.nortel.com

Password: I |

% O I Cancel
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13 Open Tools> Personality to check your settings. Right click on

Personalities and choose Properties.

@ A= &P
= = [Personaitesh, -
o)

Personalities Tab

14 The Account Settings appears, click on Generic Properties.

Account Settings for <Dominant=

A[x]

Generic Properties | Incoming Mail

Generic Properties tab

Personality MName: <Dominant>

Real Name: cplab244a.ca.nortel.com

Email Address: 16 1|34548052@q:||ab 2945, ca.nortel,
User Name: 16134543052

SMTP Server: cplab244a.ca.nortel.com

Authentication allowed
Use relay personality, if defined

Default Domain:
Default Stationery: | <Mo Default> [v]
Default Signature: | <Mo Default= [v]

Secure Sockets when Sending

\If Available, STARTTLS  [w| | LastssLinfo |

Chedk Mail

QK H Cancel ][ Help
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15 Click on Incoming Mail tab to check your settings are correct.

Account Settings for <Dominant=

Generic Properties | Incoming Mail |

Server: cplab?44a.ca.nortel.com

Configuration: ™ pop (®IMAP:

IMAP Mailbox Location Prefix:

For new mail, download:
(%) Minimal headers anly
() Full message except attachments aver | 0

K
When I delete a message:
(#) Mark it as deleted
) Move it to: [ Trash ]
Authentication style:

(%) Passwords (JKerberos () Cram-MD5
Secure Sockets when Receiving

|If Available, STARTTLS  [w| | _LastssLInfo

QK. ][ Cancel ][ Help

Incoming Mail tab.
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16 Type your CallPilot password, then click OK. Eudora connects to your
CallPilot mailbox. When the connection is made, Eudora opens. If it does
not go to Tools> Mailboxes.

i Eudora - [Inbox (cplab2444-8052)]
G;Eiﬂ Edit Mailbox [Message  Transfer Special Jools Window  Help

=101 =]
=®] =]

z @ MY
|25 % | %; 2.3 80 3
[5] Eudoea =
In
Ot
¥ Junk
& Trash
Ij._l <Daminaric =
s 0052 [T =T g e T | s
& Tnbox =]
From: "Samia El-Hannawey" <16134548052@ cplab244a ca nonel com=
To: "Samia El-Hannawey" <16134545052& cplab24da ca nortal com=
Subject: testing #1
hello this is the first test
! __ E
@ - ] = |[e52 Inbox teptabz4sa... QUALCOM

&1 FRTI MO Remcie Mobfieatinn has heen timed nff Pleaca anens that the rombes is cnmect a2nd resdaw nrer nnl|l|r~.=t]-m sl

| (O cplhb2d4a8052, The IMAP server izsued the followng alest, [10045:31 2M)

&

S I T T

17 Choose Tools> Options. The Options dialog box appears.

18 In the Category list, select Checking Mail.
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19 In the Check for Mail every...minutes box, specify how often you want
Eudora to check for new messages. Eudora does not provide immediate
notification of new messages, so specify a low value to provide more
frequent message checking. A value of 0 means the user checks for new
messages manually.

2=

Cakbegory:

Mail Server:
e -

I cplab244a.ca.nortel.com

Getking Started
Liser Mame:

] 16134543052

Check for mail every | 1 minute(s)
[ Don't check without a network connection

I Don't check when using battery

@ ¥ sSend on chedk

Incorming Mail

Sending Mail "] Save password
%ﬁ ] Secure Sockets when Receving——————————
==
= ) “IF awvailable, 5TaRTTILS  ¥|  Last 35L Info |
Composing Mail

Internet Dialup - | ok I Cancel | Help
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20 In the Category list, select Attachments.

el 4

Cateqgory

:I Encoding method:

@ {* MIME
Sending Mail " BinHex

%.’ J " Uuencode

== Artachment directory:
Composing Mail

I Puk text attachments in body of message

Internet Dialup [ Rereive MIME digest as a mailbox attachment
@ I~ Delete attachments when emptying Trash
: Delete aukomatic attachments:

Replving " Mever
" After sendirg message
{* when message emptied from Trash

| OK I Cancel | Help

21 In the Encoding method section, choose MIME.

22 Click OK to save your changes.

To configure text formatting
1 Choose Tools> Options. The Options dialog box appears.

2 Inthe Category list, select Styled Text.

Desktop Messaging and My CallPilot Administration Guide 103



Configuring Desktop Messaging

Standard 1.13

3 Select Send plain text only.

2=l
Cakeqory!

W Show Formatting tookbar

‘When sending mail with styled bext (HTML):
" Send both plain and styled

Display " Send styled text only:
¢+ Send plain text onky
@ W ask me sach time
Viewing Mail
‘When the body of a message has no styles, but
the signature does have styles:
Mailbosxes "1 send the signature with styles
Spell Checking ;I | (06 I Cancel Help
4 Click OK.
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To configure access to the CallPilot Address Book

1 Choose Tools> Directory Services. The Directory Services window
appears.

2 In the Protocols section, select LDAP, and then click New Database.
The Modify Database dialog box appears.

Hetwark }Attributes] Search Elplimsl Log I

Type the name by which pou would Be to refer to this zerver

Icplab244a. ca.nortel com

— Sepver information

Hiozt M arme: ]cplab244a. ca noitel com

Part: 383

IV This server requires me ta loa on

Agcount name: Imail=1 6134548052 @cplab244a ca nortel.c

Paszword: I"’“‘“"“

Dk I Cancel Appl

3 On the Network tab, type a descriptive name for the CallPilot Address
Book in the first box.

4 In the Host Name box, type the LDAP server FQDN. Usually, this is the
same name as the CallPilot FQDN.

5 If the CallPilot Address Book requires you to log on, check the This
server requires me to log on box.

= Type your mailbox number and password in the Account name and
Password boxes. The User name for LDAP logon uses the following
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format:

mail=<VPIM network shortcut><mailbox number>@ <local CallPilot
server>,<Search base>

Example: mail=16134548052 @ cplab244a.ca.nortel.com,dc=nortel,dc=c
a

Note: You must log on to the CallPilot Address Book to view distribution
list addresses.

6 Click the Search Options tab.
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7 Specify the required options.
Modify Database - 7|

Nelworkl Attributes  Search Dptions l Log ]

Search timeout:
Shott =} Long 4 minutes 30 seconds

M aximurn number of matches ko refume
100 =i [ NoLimk

Search B ase;

Iaddressbnnk=user,dc=rulel,du=

YWiord-wize Search Filker:
[(en=-"1

YWihole-query Search Filker:

| 0K I Cancel Spply
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Modify Database

alwcds | Atiutes Semch Opfces | Log |

Gearch Imeaut

Shel =F——— Lorg 1 mrue

Watdrinarn rorrer al meehabes: ko el

100

Search Base:

™ bl Link

|aﬂdrml:-:-:|k-‘:|-:l.d:-rmlel.d:—c

fond wia Search Fikar

fien="0

Whalequerp Saach Fier

Lo |

Cavdd |

If your network is slow, increase the
time-out value.

Type the maximum number of entries
to return for a search.

Type the LDAP search base in the
appropriate format. For details, see
“Connecting to the CallPilot Address
Book™ on page 46.

8 Click OK. The selected CallPilot directory service should now appear in

the Configured Servers list.

To test the search of the Address Book

1 Choose Tools> Directory Services. The Directory Services window
appears.

2 Select CallPilot directory service from the Configured Servers list.

3 Inthe right hand side enter * in the Query and click Start.
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4 To add an entry to the Address Book, select the entry, then click on
Special and select Make Address Book entry.

. =101 x|
T4 Fle Edit Malbog [Message T;ansfer Soecial  Jools  indow == x|
N ‘I : P
_Ii FC
g e :
t ¥ gl@ < & @ |
Query [ =] [ stat_| | Protecs
Stabus! Ready - Last found 15 Rel Drivers | ]
Mame | Enal :l %ph j
B Adams Wands 16134542601 @cplab2dda.ca nortel LOGE
bl adems-Bosz Tushanna 1613454461 4@cplabz44a.ca.nortel.o Mew Database. ..
¥ Adzmski Danigl 16134542550 @cplab244 2. canortel. ¢
!lEP.dnmykGDrd 1613454626 6@cplab244a . ca nortel. oo ~
Iﬂ‘l__.]EI-Hennawey Samiza 16134543052 @cplab244a . ca.nortel. o | ] Pretocel m
‘l | - = L g Qualcomm Finger Sarvar Finger
14 Big Foot LDP
cn: Adams Nanci fl o1 b3 eplabeada. ca.nortel com  LDAP
wwmwallbow: 4660 1] et wihere LD .
vmlocation: cplabhZd4da-prime [ Epigraat B
vinlocationicd: 2 = O
| | LI_, _@Qudcom Fin ;I
ModFy... Delet
o | e | Be | T keeponTes Modfy... | Delete_ |
& hidvess Bok A Directory Services | B Fits | 90 Fiker Fepodl | [ @)Lk Habry |
[= G I (cplab244ar6. | QIJALCON\N\
hittp: s, qualcomm.com T T | W

To test your Desktop Messaging account

1 Exit and restart your Internet mail client to ensure that your new settings
take effect.

2 Use your telephone to log on to your CallPilot mailbox.
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3 Compose a test voice message and send it to yourself. The message
appears in your CallPilot Inbox.

. Eudora - [Inbox (cplab244a-8052)] - S =] S|
@ Ele Edit Mailboy |[dessage Transfer Special Jools Sindow  Help =@l x|
@ y — naY
B BE Y WS 73
A,
7| x| F L
(5] Euera
In |
Qut
X dunk
& Trash
I:?‘:I <iDaminarnt> =t
Inbo
&I?nlnbz:jia-msz 1k [Eeraut (Compars) =4 Lf_‘
4 Tnbox =]

From: "Samia El-Hennawey" <161345458052F cplab24da ca nonel. com=
To: "Samia El-Hannawey" <16134545052@ cplab244a. ca nortel com=
Subject: testing #1

hello this is the first test

=
=% || o teptab2ssa... QIJALCONM
= (@ cplhb2344a-8052, The IMAP server izsued the follwng alest, [1045.31 AM] j
J @ | & FETIM O Ramcte Mobfiratinn has hesabinmad off Plescs anconre that the moenhes i cnmect sed resdem nme s nﬂ'i'ir"ﬂT‘V\ Q‘:h =
1

[ B W[ s

Require SSL feature for CallPilot server

CallPilot release 4.0 supports a new feature, Require SSL. Require SSL
enables the CallPilot server Administrator to force the clients to use SSL to
connect over IMAP, SMTP, and LDAP. Require SSL feature uses three
separate check boxes (for more information refer to CallPilot
Administrator’s Guide, 555-7101-301, Secure Sockets Layer section.)

If SSL is turned off on Eudora for IMAP (to retrieve CallPilot messages)
while Require SSL is checked on the server side, the connection is rejected.
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If SSL is turned off on Eudora for SMTP (to send CallPilot messages) while
Require SSL is checked on the server side, the connection will be rejected.
An error message will be received.

i Eudora - [Samia E-Hennawey, 06:42 PM 3/30/2005, Test #212] - =10] %
# Fle Edit Malboy [essage Transfer Special Tools ‘Window Heb -8 %]

LRI Q\Eﬂ

—————d w5 B[ P ([ <] [Subject[Test 912 ]
_J Eudora = I

Yy
FPC

=
& Adwess | gt nhog (=00, | 5 o Recipien | & samia El.He...| i Mo Reciien, | = Samia El-H..

40 FH]
comf47.11.40.138] | am buz)

@} «Domnarty, Connecting bo he Mail Server.,., [05:44; 30 F)
Ecr talking to SMTP server [421 culab244u el cnrrl[4? 11.40.138) | am buz)

o T

Configuring SSL encryption

By default, Eudora is configured to use Secure Socket Layer (SSL)
encryption for SMTP and IMAP if it is supported by the server. However,
Eudora does not connect to the CallPilot server using SSL until you specify
that the CallPilot SSL certificate is trusted.

Notes:

m To use SSL with CallPilot, SSL must be enabled in both Eudora and on
the CallPilot server.

m Before you enable SSL for your CallPilot mailbox, follow the
instructions on pages 92 to 110 to properly configure and test your
CallPilot mailbox and ensure that it is working correctly.
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To enable SSL encryption

1 Open Tools> Personality. Right click the personality for your CallPilot
mailbox, and then choose Properties. The Account Settings dialog box
appears.

Click the Generic Properties tab.

In the Secure Sockets when Sending section, select Required,
Alternate Port.

Account Settings for =Dominant>

Generic Properties | Incoming Mail

Personality Name: <Dominant:>

Real Name: Wayne Anderson

Email Address: wda_572@sympatico.ca
User Mame: b1rain23

SMTP Server: smip l.sympatico.ca

[Jauthentication allowed:
Usze relay personality, if defined

Default Domain:
Default Stationery: <No Default= il
Default Signature: <MNo Default= il

Secure Sockets when Sending

If Available, STARTTLS [l Last S5L Info

Check Mail

[ QK l [ Cancel ] [ Help

4 Click the Incoming Mail tab.

5 Inthe Secure Sockets when Sending section, select Required,
Alternate Port.
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6 Click OK.

Account Settings for =<Dominant=

Generic Properties | Incoming Mail

cplab244a. ca.nortel.com

©iMap!

IMAFP Mailbox Location Prefi:

Server:

Configuration: CIpoP

For new mail, download:
(*) Minimal headers only
() Full message except attachments over

When I delete a message:
(*) Mark it as deleted

9

0 K

) Move it to: [ Trazh

Authentication style:
(*) Passwords () Kerberos () Cram-MD5

Secure Sockets when Receiving

If Available, STARTTLS

w Last 550 Info

I Ok ] [ Cancel

J

Help

7 Exit Eudora, and restart Eudora.

Check for messages in your CallPilot mailbox.

Eudora fails to connect to the CallPilot server, but Eudora obtains the
SSL certificate information for CallPilot server when Eudora attempts to
connect. This process can take a few minutes.

9 In the Personalities list, right click the personality for your CallPilot

mailbox, and then choose Properties.

10 Click the Incoming Mail tab.

11 In the Secure Sockets when Sending section, click Last SSL Info.
The Eudora SSL Certificate Information Manager dialog box appears.

In the Notes section, a message explains that the CallPilot server SSL

certificate is not trusted.
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12 Click Certificate Information Manager. The Certificate Information
Manager dialog box appears. A skull and crossbones icon appears next
to the CallPilot server certificate to show that it is currently not trusted.

Cartlficate Information Manager H
[0 Garan Calficales El & - .
%8 Iehhery carofel o ¥ Certificate is not trusted
m Uzer Tisled Certhcales
- lebzters canorielcom & Certificate is trusted
11| Eucoin Froviced Trusted Cafifizstes
-3 15, aiion, Inc.", Class 4 Pubic Prinay Certicaton daffordy - G2, ") '|
1 | »

Celificale
Subiect: |
lz1ed By: J

i Fram; J

Waid Ta: J

Seiial J

Thumbgrire:

TR e | fde la Tnestes Hemerehisom raeed |

InpoiCaiiezte | e e |

13 In the Server Certificates list, select the certificate for the CallPilot
server, and then click Add to Trusted.

14 Click Done, and then close the remaining dialog boxes.
15 Exit Eudora, and then restart Eudora.

16 Check for messages in your CallPilot mailbox. Eudora should
successfully connect to your mailbox using SSL.

If you want to confirm that the CallPilot SSL certificate is trusted, open
the Certificate Information Manager dialog box and verify that the @
icon appears next to the CallPilot server certificate.
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Section D: Configuring Citrix Thin
Clients

In this In this section:

Configuration overview 116
Configuring Microsoft Outlook 117
Configuring Lotus Notes 125
Configuring Novell GroupWise 126
Configuring Internet Mail Clients and My CallPilot for Windows

Terminal Server 144
Other windows terminal server considerations 145
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Configuration overview

Citrix Thin Client support allows users to access most of the features of the
CallPilot Desktop Messaging Client and My CallPilot in a Windows
Terminal Server environment running Citrix software. This environment
provides a single point of administration for all users in the network.

When the system administrator installs CallPilot on the Windows Terminal
Server, users only need to perform minor (if any) configuration changes to
use the application.

Once CallPilot Desktop Messaging has been configured, using CallPilot in a
Citrix Thin Client environment is nearly identical to using it in a Standard
Desktop Client environment. This includes the ability to change
configuration options such as the VPIM network shortcut and CallPilot
server name.

One of the few limitations of the Citrix Thin Client environment is the
inability to adjust the client’s speaker volume and microphone level.
Adjusting these settings only affects the Windows Terminal Server.
Therefore, the speaker volume and microphone level controls are disabled in
the CallPilot Audio Player, CallPilot Form, and CallPilot Configuration.

Configuration differences from the standard Desktop Client environment
are detailed in the following sections.
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Configuring Microsoft Outlook

Once the administrator had installed CallPilot Desktop Messaging on the
Windows Terminal Server (refer to the Desktop Messaging and MyCallPilot
Installation Guide), each Citrix Thin Client user must add CallPilot Desktop
Messaging to their client computer's mail profile.

Automatic Configuration

Users can automatically add CallPilot Desktop Messaging to their default
e-mail profile by choosing Start-> Programs-> Nortel-> CallPilot
Desktop Messaging-> Add CallPilot to Default Mail Profile. This
method works for all releases of Microsoft Outlook.

Note however that the automatic Outlook configuration is only available
once the Windows Terminal Server administrator has published the
Windows desktop. Otherwise, all users must manually configure Outlook.

Manual Outlook 2002 (XP) and 2003 Configuration

The user can manually add CallPilot Desktop Messaging to any e-mail
profile in Outlook.

To manually configure CallPilot Desktop Messaging

1 Open the mail control panel applet.

2 In the Mail Setup dialog box, click E-mail Accounts to add CallPilot to
the current e-mail profile, or click Show Profiles to choose another
profile.

If you click Show Profiles, then:
a. Select the profile you wish to use.
b. Click Properties.

c. Click E-mail Accounts.
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3 In the E-mail Accounts dialog box, select Add a new e-mail account
and click Next.

E-rnail Accounts HE
E-mail Accounks
“ou cen change the e-mail accounts and directories that Outloak uses.

" Wiew or change existing e-mail accounks

Directory
" Add a nes directory or address boak

" Wiew or change existing directanies or address boaks

Heat» Cloge
[ |

4 Select Additional Server Types and click Next.

E-mail Accounts 7] ]
Server Type
You cen choase the bype of server your new =-mail acount wil wark with,

" Microsoft Exchange Server
‘Connect ko an Exchange server to read e-mal, acoass public folders, and
share dotuments,

[ rOP3
Conneck ko & POP3 esmal server to download
your e-mai.

O JMAP
Connect ta an IMAP e-mal server to downlaad e-mail and synchronize
maibax Falders.

" HTTP
Connect ba an HTTP e-mal serwer such s Hotmal bo download e-mai and
synchronize malbos folders,

<Back [ MNeat> Cancel |
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5 Select CallPilot Desktop Messaging and click Next.

E-mail Accounts

Additiona Server Types

You cen choass the bype of server your nev e-mail acount wil wark with. @

Outlook supports these addtional e=mail server types, Seleck the
serwer bype you want b cornect ba and elick Next.

fudditional Server Types

¢ Back I Heaut» I Cancel

6 Click Open in the Create/Open CallPilot Address Book File window.

Create/Open CallPilot Address Book File

Lock i | (=3 therder =+ B ek E-
| Application Daza | NatHead [ start Menu ] tesst cpa
" Cackies Clowdcak pag | Templakes ] tin. e
) Degdtop S oudook PST o8] b cpa
0 Favarbas | Prirt#lood ﬂr.ﬂhl:t.r.—.ﬂ

| Leeal Settings 5| Recent |#] labepot cpa
|y Documerics |5endTo | ] notes.cpa
i | i
File pama: [callpii.cod) DOpan

Fiesof tyne: | CalFilat Address Book [ cpa)

The default location in the Create/Open Address Book File window is
set to the user's profile section on the Windows Terminal Server. The
location of the user’s profile in the default location prevents inadvertent
access or overwrite of another user’s files.

Desktop Messaging and My CallPilot Administration Guide 119



Configuring Desktop Messaging Standard 1.13

Nortel does not recommend changing the default location of the Address
Book file. If the Address Book location is changed, conflict with other users
can occur.

Initially, changing the location of the Address Book File to a location shared
by all users can seem worthwhile. The system administrator then can
maintain one copy of the Address Book to be shared by all users. However,
a shared address book can contain entries (SDLs, BDLs, or PDLs) not
applicable to all users. While the CallPilot Server prevents unauthorized use
of Address Book entries, sharing the address book file among multiple users
can cause confusion.

Since the address book files for all users are stored on the same computer,
users need to be aware of how secure their data is. The level of security
depends upon how the Windows Terminal Server has been configured by
the system administrator. Refer to the “Other windows terminal server
considerations” section on page 145 for more information.

7 Click Open in the Click Open in the Create/Open CallPilot Message
Store File window.

Create,/Open CallPilot Message Store File

Lok jn: | 3 tberer =+ & E

| Application [ata | NetHoad [ szart Menu S test os
"1 Cackiss Tl outoak paa | Tamplates S bim.cst
_‘IDes'nto: ;ICLﬂmkPST Ei':ib:m.cs“:
| 1] Fawarites | PrintHood EE callpiot.cst

|Locd Settings | Recark 22 labep0lcst

o LoCume! H Q S nokes.c

ey D ris | SerdT 2 nates cst

1 | i
Fiepame: (TR Dpan

Fies of bps: |:a|F5hl Message Shone [*.cs) ﬂ Cancel J

Nortel does not recommend changing the default location of the Message
Store file. If the user changes the location of the Message Store file, it can
conflict with another user. The location of the user’s profile in the default
location prevents inadvertent access or overwrite of another user’s files.
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8 Enter your CallPilot Mailbox Number in the Mailbox field and click OK.

(el Mol | Addess Bock | o |
Server [radz343 us nostel cam ]
SMTRAPIM prefic  [1952857 =
Mailooe [7404 |
Baszward [

[” Remember pazsword

[

Charge pasawerd..
0 | Cacal | gepk | Hen |

9 Download the CallPilot Address Book (if prompted).

Q The CelFilal adekess back has nat been dowrloaded Yweuld

o B to download it now?
Doy’ download |

If you choose to download the Address Book, click OK to when the
download is complete.

10 Close any remaining windows to complete the configuration.

Manual Outlook 2000 Configuration

The user can manually add CallPilot Desktop Messaging to any e-mail
profile in Outlook 2000.
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To manually configure CallPilot Desktop Messaging for Outlook
2000

1 Open the mail control panel applet.

2 Click Add... to add CallPilot to the current e-mail profile, or click Show
Profiles... to choose another profile.

If you click Show Profiles..., then:
a. Select the profile you wish to use.
b. Click Properties.

c. Click Add.

3 Inthe Add Service to Profile dialog box, Select CallPilot Desktop
Messaging and click OK.

Add Service to Profile

Avallable information services:

3 Have Disk...
Interniet E-mai y

Micrasofl Exchange Server Remoe
Microsoft LWE Directory —
Ificrasaft Ml At
115 Cudook support Fior Lobus oc:Mal

Cuthook Address Book ﬂ

Create/Open CallPilot Address Book File

Lock i | (=3 therder =+ B ek E-
| Application Daza | NatHead [ start Menu ] tesst cpa
" Cackies Clowdcak pag | Templakes ] tin. e
) Degdtop S oudook PST o8] b cpa
0 Favarbas | Prirt#lood ﬂr.ﬂhl:t.rm

| Leeal Settings 5| Recent |#] labepot cpa
|y Documerics |5endTo | ] notes.cpa
i | i
Fiepame:  EETTETRRRE Dpan

Fiesal bype: | CallFilt Address Boak (*.cpa) = Concel |
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The default location in the Create/Open Address Book File window is set
to the user's profile section on the Windows Terminal Server. This
prevents one user from inadvertently accessing or overwriting another
user's files.

Nortel does not recommend changing the default location of the Address
Book file. If the user changes the location of the Address Book file,
changing location can conflict with another user.

Since the address book files for all users are stored on the same computer,
users need to be aware of how secure their data is. The level of security
depends upon how the Windows Terminal Server has been configured by
the system administrator. Refer to “Other windows terminal server
considerations” section on page 145 for more information.

5 Click Open in the Click Open in the Create/Open CallPilot Message
Store File window.

Creabe Open CallPilot Message Store File

Look jr: | £ bender =+« B o &

| Application Data | MetHoad [ szart tenu EEI
" Cackiss Cloutoak PAA I Templates Stin.est
) Dasibop Cloudoak psT e bom.cst
56 Favaricas I Prirkkizod 23 calipilot.cxt

| Lol Settings i Recent S5 labepDt est
jr-f.-,- Documeres |5endTa Eﬂnatm.cﬁ
il | I
Fiepame: | EETNTRNES Dpen

Fies ol type: [ CalFilat Message Stone [~ oo | Cancel |

e

Nortel does not recommend changing the default location of the Message
Store file. If the user changes the location of the Message Store file, it can
conflict with another user. The location of the user’s profile in the default
location prevents inadvertent access or overwrite of another user’s files.
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6 Enter your CallPilot Mailbox Number in the Mailbox field and click OK.

{Gereial| Mal | Adshess Book | Auo |

Server [radz343.us.nortel.cam =]
SMTRAPIM prefic 1952897 =

Moo [7404 =l

Bessward [

" Rememier password

Lharge pasawerd..,
0 | Cacel | Aok | Hew |

7 Close any remaining windows to complete the configuration.
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Configuring Lotus Notes

The administrator must install CallPilot Desktop Messaging on the
Windows Terminal Server and update the mail databases on the Domino
server (refer to the Desktop Messaging and MyCallPilot Installation Guide).
Once this is done, Citrix Thin Client users can run the CallPilot-enabled
Lotus Notes client.

When Lotus Notes Client starts for the first time after server configuration is
completed, CallPilot Desktop Messaging detects the updated mail database,
makes all required modifications in Lotus Notes client initialization file
(NOTES.INI) and prompts the user to finalize the configuration by
restarting the Lotus Notes client.
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Configuring Novell GroupWise

The administrator must first install CallPilot Desktop Messaging on the
Windows Terminal Server (refer to the Desktop Messaging and MyCallPilot
Installation Guide). Once this is done, each Citrix Thin Client user must add
CallPilot Desktop Messaging to their client computer Novell Default
Settings mail profile.

Automatic Configuration

Users can automatically add CallPilot Desktop Messaging to their Novell
Default Settings mail profile by choosing Start-> Programs-> CallPilot
Desktop Messaging-> Add CallPilot to Default Mail Profile.

Note however that the automatic Novell GroupWise configuration is only
available when the Windows Terminal Server administrator has published
the Window's desktop. Otherwise, all users must manually configure Novell
GroupWise.

Manual Configuration

Users can manually add CallPilot Desktop Messaging to their Novell
Default Settings mail profile.

To manually configure CallPilot

1 Log on to Novell GroupWise.

2 Open the address book.
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3 Choose File->Services.

I [=[ 5|
Fle Edt Wiew Adiress  Help

Hew Boak. .. Zerl+h

-JTn ol s ook folfine] | Nowel LDAP Addvess Book | 41 ¥

Chase Book Chrl+Fa Name Comgletion Postiort 2 [Lact) 8 o | gc

Delate Book..,. 2| Growp'wize E-Mal

o

Lab4 labpo labBDE . Labd lzbpo@desed. el .

Froperties Ab+Enter

Frint... 4P

HName Completion Search Order...

Exit HE+F4 ]—‘ u
Clos= | i | Med | 2ie | Feroes | infomation | CloseListes | Seve Grov. |

4 Once the Novell Default Settings Properties window appears, follow the
steps in the section Manual Outlook 2000 Configuration to configure the

CallPilot Desktop Messaging service, even if Outlook XP is installed on
the computer.

JS1=TE
| TestLabe Services | Daiveny | Addressing | bsBook | 4|
Search List o 2 (Lot @8 | [T £C | BC |
Hae ; e I
| Hama E‘Jau:ll[ilwp‘#lseh{::sag: Stare hbazs
Test, L. Blovell LDAF Addres: Book | Bidewd reslel
Labt. T Hovell Personal Address Book P —
=
Audd I Remove | Propaitias |
Copy... I Bbaat,
Show Profilas. .

1 ok | camcel | Al | Hek [ |
Ciw | Dial || Mal | adi. | Fences | | infomaton | | Clossliec | SeveGiong

5 Once configuration is complete, close and restart GroupWise.
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Section E: Configuring Fax Services

In this Section

Fax outcalling administration 130
Monitoring disk space usage 131
ImageMaker Cover Page Template Designer and Previewer 132
Using the ImageMaker Template Designer 134
Using the ImageMaker CoverPage Previewer 139
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Fax outcalling administration

The CallPilot Administrator can set up the Economy Delivery schedule
from CallPilot Manager/Messaging/Outcalling Administration. In
the Delivery to Fax section, choose a schedule for Economy delivery.
Typically, Economy delivery is used during business off-hours, when
message traffic is lower and long-distance charges are reduced.

Delivery to Fax (DTF)

Fax Delvery [ Central Time )
Define Fax Delivery Times
Murmbar of racipients required for broadeast: m
Stala Time for Fax Dalwery: IE hh |00 =] mm
Economy Delivery Staft Time: m k|30 =| mm

Econemy Delwvery Stop Time: IEI.'-‘ =| ki |00 = e

Fax Retries
Retry Limit Interval
Busy ’3_;| mhh 05 =| mm
Mo Answear m Mhh 18 = mm
Anzwered (Ma Confirmation) ’_LI m Kk |10 =] mm

Transmit Emor [2 =) [007=] i [o5 =] mm
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Monitoring disk space usage

Every voice or fax message stored on the CallPilot server consumes disk
space. With daily usage you can run low on disk space. Therefore; Nortel
recommends that you periodically monitor the disk space usage because:

m usage by this feature can become excessive with faxes being sent to
CallPilot mailboxes.

m low disk space alarms can be triggered when a high volume of faxes are
in the outgoing queue simultaneously.

The Fax Channel Usage Report must be run periodically to determine the
impact of the Fax Batch feature on the system. If your users generate a high
volume of fax messages, Nortel recommends that you set appropriate levels
in your Min/Max tables to prevent outgoing message from congesting
outbound channels. The Min/Max tables allow administrators to control the
number of incoming and outgoing channels.

To understand how these work, the following example is provided.

At the server, the Message Transfer Agent scheduler fulfills a fax delivery
request in different ways, depending on the set configuration. For example,
if your server is keycoded for ten fax ports and in the Outcalling Admin
page of CallPilot Manager (under DTF), the number of recipients required
for fax broadcast is set to two. If you then send a fax to 24 recipients, the
scheduler allows the first ten deliveries to utilize the maximum of ten fax
ports. Following those, the remaining 14 faxes are delivered through a
maximum of two fax ports, since the MTA scheduler now considers this a
fax broadcast. If higher delivery performance is required, the number of
ports used for fax broadcast can be increased using the CallPilot Manager
application.
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ImageMaker Cover Page Template
Designer and Previewer

The customizable fax cover page feature provides an easy way to create and
manage custom fax cover pages from the CallPilot Desktop Messaging
custom form and the Nortel fax printer driver.

The CallPilot Desktop Messaging installation CD-ROM contains a separate
folder with the ImageMaker Cover Page Template Designer and Previewer
software. The administrator uses this software to build and manage the
custom cover pages. This section provides basic instructions on using these
third-party applications, and then using the generated fax cover pages when
sending a fax from CallPilot. Refer also to the Help section of the
applications for additional information.

Using a customized set up, the system administrator can point all end users
to a shared network folder that contains the cover pages.

Introduction

The ImageMaker cover page, Template Designer, and CoverPage Previewer
applications are used to produce run-time fax cover pages from within the
CallPilot application. This is accomplished by combining three
components: a Base Image, a Template, and User-supplied Data.

The cover pages are created on demand by layering the User-supplied Data
on top of the Base Image, following the rules defined in the template. The
final cover pages are created as CCITT Group 3 TIFF images, DCX fax
images, or PCX images.
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Template Designer
The cover page Template Designer application provides a graphical
interface for creating cover page Templates. The cover page Template is a
file that describes the type and placement of variable user data. The variable
user data is layered on top of a cover page Base Image, when you create a
faxable cover page.

CoverPage Previewer
The CoverPage Previewer application allows you to preview the actual
faxable cover page by combining a cover page Base Image, a cover page
Template, and the User-supplied Data.
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Using the ImageMaker Template Designer

Overview

The Template Designer application (SHIP32.EXE) is used to create or
modify cover page Templates. The SHIP32.EXE application file is located
on the CallPilot Desktop CD-ROM in the \imgmaker folder. This entire
folder must be copied to your local system hard drive.

A cover page Template file ( *.CVR ) is always associated with a cover
page Base Image ( *.TIF) through its filename. For example, Template file
COVERI1.CVR is associated with the Base Image file COVER1.TIF. When
you open a Template file with the Template Designer, the associated cover
page Base Image is automatically loaded. The template fields defined in the
Template file are then layered upon the Base Image. Conversely, if you
open a Base Image file with the Template Designer, for example
COVER2.TIF, and layer some template fields upon it, the resulting
Template file is saved as COVER2.CVR.

Creating a new cover page Template file

Before you create a new cover page Template file you must first have a Base
Image file on which to layer the template fields. A cover page Base Image is
obtained by copying an existing Base Image file, or by creating an entirely
new one. A cover page can be designed in any word processing, paint, or
drawing program. Once the design is finished, you must then print it using
the Nortel Fax Printer to produce the Base Image file in the required TIF
format. This must be saved to the \imgmaker folder that you copied to your
local system's hard drive.

To create a new cover page template file

1 Once you have an appropriate Base Image file, start the SHIP32.EXE
application. The main interface window opens.

2 Click on Open in the Template Designer File menu to select and open
the desired cover page Base Image file (example shown: CoverB.tif).
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3 Select the Template Field Tool [2] on the main Toolbar. The Template
Field Tool is used to add the template fields that overlay the Base Image.

3 ImageMAKER Template Designer - [cover.TIF] -0 il

@F\Ie Edt View Window Help ;Iilﬁl

=la i[=lef 8] «[B 2] DB 2ls[2f Al Frowim | [o) 8l 5]

x
. .
Facsimile Cover Sheet
= width 1.50 inches
Fram Company Mame
From Fa number Height: 0.20 inches
. From Field
To: Fry From Tel Number
Company: Cc MEssbage ’T;xl Type: Tash
. umnber of Pages
Department: D¢ St
Fax: Fa }g“g;rfp'daw Name Template D: 10
Phone: Fh To F&x Number

ToField
| Se To Tel Mumber

| Pages including this cover page:

ﬂ Detaily
Memo: Close Accept |
J|
@]
For Help, press F1 |Page 1 of 1 [FitTowidth  [efz1jos 0320eM 4

When you select this tool, the Choose Coverpage Template dialog box
appears. This allows you to choose which template fields to add from the
displayed list.

4 Choose the particular template field from the list that you want to add for
overlaying onto the Base Image (the “To FAX Number” field was chosen
for this example). You are automatically returned to the main window,
and the =1 cursor appears.

5 Usethe = cursor to create a dotted rectangle to outline the size and
placement of the new template field. Place the cursor over the FAX field
area on your Base Image, and click the mouse to position the template
field. Click and drag the outlining rectangle to create the desired size of
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the field. Note that the box can easily be re-positioned or re-sized after
you create it.

6 When a new template field is in place, shows up as a blue box with the
descriptive text name inside the template field.

: ImageMAKER Template Designer - [cover. - (o ]
@Fi\e Edit View ‘Window Help -8 x|

S8 =8 8l «fms| MF 2o al@[Fmwm | (%8| #| 8l

Resize Handles
Times New Roman
[z~ slrlulz=
. . A
csimile Cover Sheet e=rr
ITo s Number
To: | Fi' Font: [Times New Fioman v|  PontSize |12
Company? ¢
Departmenty| - |- Defeult Test (Opional)
gi": :| - | ll;l [faFexs
one:
Justification Fields |
| Pages including this cover page: \—Im ﬁ Left
Right
 Certer
Memo: i
Width: |20 A00 TemplatelD: |7
Height, |20 A00
=
m‘ 0K I Cancel |
For Help, press F1 - . £l /05 03:380M 4

You can change the descriptive text in the template field by right-clicking
the cursor inside the blue box, and then selecting Properties. This opens
the CoverPage Template Field Properties window. In the example
shown, the descriptive text "To Fax Number" in the blue box is shortened
to "To Fax #". Template fields can also be resized and moved by single-
clicking on the desired field and dragging the entire box, or dragging one
of the resizing handles.
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7 When you have finished adding the template fields you require, you must
save the Template file. Click the File item in the main menu, and select
Save As. The Save As dialog box appears.

Savejn |23 cvrpapes =] « = E3-

cover, CYR

coverd, CVR

CoverB.CYR

File name: CoverB B I

VRN Coverpage [Fovr) Cancel |
Help |

You must ensure that the Save as type field is set to Coverpage (*.CVR).
Additionally, the filename you enter must be the same as the filename of
the Base Image (for example if the Base Image you open is CoverB.TIF,
then the filename you enter here for the template is CoverB.CVR).

Note: The .CVR file must be saved to the \imgmaker folder that you copy to
your local system hard drive.

Modifying an existing cover page Template file
You can modify an existing cover page Template by opening the
appropriate *.CVR file in the Template Designer and making any
modifications to the template fields. The process is the same as described in
creating a new page template.

However, an existing .CVR file (and its associated Base Image file) you
want to modify must first be copied to the \imgmaker folder that you copied
to your local system hard drive (also where CVR32.EXE resides). This is a
requirement of the Template Designer and Previewer applications. When
you make your changes and preview them, save them. You must then copy
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the Template and Base Image files back to the proper folder location, where
the Template and Base Image files are picked up by the CallPilot Desktop
application. The folder location is usually C:\Program
Files\Nortel\CallPilot\cvrpages.
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Using the ImageMaker CoverPage
Previewer

Overview

The CoverPage Previewer application (CVR32.EXE) is used to preview a
fax cover page by merging a selected Base Image file, the associated
Template file, and some User-supplied Data. You can then preview the
resulting cover page by pressing the Preview button. The application is not
used to send a fax, but to verify the appearance of your cover page design
and the placement of the variable text fields onto the fax.

The CVR32.EXE application file is located on the CallPilot Desktop CD-
ROM in the \imgmaker folder. This entire folder must be copied to your
local system hard drive.

To Preview a fax cover page
1 Open the CVR32.EXE application. The main window appears.

2 Enter the variable data in the From, To, Subject, and Message fields.
This is required so that when you preview the fax cover page,
CVRB32.EXE takes this data and merges the data with the Template
fields for layering onto the Base Image.
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=10l x|
— From — Cover Sheet——————
N ame I
Company I
FPhone I Fax
—To
N ame I
Company I Icover.tif ;I
Fhone I Fax — Signature
Include [+
— Maote a0 e
Subject | n(;;w £ Ao,
;l Isigfred.pcx LI
— Logo
Include [+
Ilogoact.pcx LI
| Preview I
LI Ophions I Cloze |

3 Select the Base Image you want to use from the Cover Sheet selector at
the top right of the window. Use the arrow buttons to scroll through the
previews of the available types (if you have more than one Cover Sheet)
until you find the Cover Sheet you want. CVR32.EXE uses the filename
of the selected Base Image to find the matching Template file. For
example, if the Base image file you select is CoverB.TIF, then the
application uses CoverB.CVR as the associated Template file.

Notes: The Signature and Logo selectors are not used in the current
CallPilot implementation of this third-party application. If you want a
corporate logo and a signature to appear on your fax cover page, add the
signature and logo to the design of your Base Image file.

4 Press the Preview button to see what the final fax cover page looks like.
If you are satisfied with the results, press OK. If you want to change any
of your selections, you can go back to creating a new cover page
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template, make the changes to your cover page and then Preview the

image again.

Note: If you saved the template with a filename that does not start with

the “cover” string, then you must go to Options and change the wildcard
settings for CoverSheets WildCard from cover*.TIF to *.TIF in order
to see your filename listed in the File List.

r— Template Field Identifiers

X

r— Directory

From To

Mame: [1 || Mame [
Campary: |3_ Compary: IB_
Phone: I? Phine: IT
Fan |2_ Fa |?_

ID:'\F'mglam Files\MortehCallFilot\faxhimgmaker  Browse |

Subject: IT Signature: |5_
Mote Ter:t:l? Loga: |4_

— CoverPage Generator

Dutput File Title: IDUTF’UT

Template File Extension: IWH j

— CoverSheets—— [~ Signatures  Logos
‘wildCard “wfildCard ‘wildCard
Icoverf‘.TIF 516 PC LOGO* PCx
File List File List File List

cover tif sigfred. pox logoact. pox
zigk.en. po logosis. pox
zighom. pos logowyz. pos

i]8 I Cancel | Reset

Using your custom Cover Pages when sending faxes

You can fax a document from any program that produces printable files. If

you want to use the custom cover pages you create, the Template files

(*.CVR) and Base Image Files (*.TIF) must first be copied from the
\imgmaker folder. The \imgmaker folder, that you copied to your local

system hard drive, is picked up by the CallPilot Desktop Application. The
usual location is C:\Program Files\Nortel\CallPilot\cvrpages.
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To use your custom cover pages when sending faxes
1 Select File and then Print from the application you are using to create

the document you want to fax.

2 Select the Nortel Fax Printer as your printer type, and press OK to open

the Compose Fax window.

B Compose Fax

KMicrazaft wWard - Grayoom. daoc 1

Tatal pages: 2

=101

Item | Pages | Wiew,E dit |
1

Remove

fove g

Move Down |

— Send optiong

Send uzing: IFa:-: machine [zeparate each fax number with a ;']

=~

Fax machinefs): | 647-9255

Subject: |The document you reguested?

¥ Receive a confimation of deliver.

— Cover page

|Jze fax cover page; |[Ned= ikl

Browze...

[ B |
I odify |

Save As. | Send I Exit |

Help

3 Enter the Fax machine number to which you want to send the document

in the Send options field.

Enter appropriate text in the Subject field.

Check the Receive a confirmation of delivery checkbox, if desired.

Select the cover page Base Image file you want to use from the Use fax

cover page field and the Browse button.
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7 Click the Modify button to open the Modify Cover Page window.

i Modify Cover Page x|
—Ta

Title I Mame: I
Company: | Diepartment I
Ea: I E47-9255 Phaone: I

— From

Title IMr. Mame: IB. Magent
Compary: INorteI Metworks Department ISTLS
Fan: |3|35'B‘33"I 358 Phore: |3U5-883-1 767

Pages: |2 [including cover) Sent: I4:’5!2DEI¢1 10:45 AW

— Memo

=
Previgw I [N]: I Cancel Help |

8 Enter your addressing data into the blank fields. The Memo field is used
to add a text message for your recipient onto the cover page. Note that
the recipient's Fax number field is grayed out, since this data was
entered in the previous window.

9 You can preview the fax by clicking on the Preview button. You select
the Base Image file and associated Template file, ImageMaker merges
the information and produces the final cover page.

10 If you are satisfied with the results, press the Send button to send the
fax. The cover page is placed in front of the document you are sending.
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Configuring Internet Mail Clients and My
CallPilot for Windows Terminal Server

Configuring Internet Mail Clients

The administrator must install CallPilot Desktop Messaging - Internet Mail
Clients (Audio Player only) on the Windows Terminal Server (refer to the
Desktop Messaging and MyCallPilot Installation Guide 555-7101-505).
Once this is done, Internet Mail Clients can follow the same instructions for
using CallPilot as standard Windows environment users.

Configuring My CallPilot Users

The administrator must install CallPilot Desktop Messaging - Internet Mail
Clients (Audio Player only) on the Windows Terminal Server (refer to the
Desktop Messaging and MyCallPilot Installation Guide 555-7101-505).
Once this is done, My CallPilot users can follow the same instructions for
using CallPilot as standard Windows environment users.

Note: Macintosh users of My CallPilot are not supported.
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Other windows terminal server
considerations

Security

In a Windows Terminal Server environment, all software and support files
are stored on the Windows Terminal Server. Files that store user-specific
information are stored in the user profile section of the Windows Terminal
Server.

Unlike the standard desktop environment, the user cannot control file-level
access privileges to these support files. Ideally, the Windows Terminal
Server system administrator sets the appropriate privileges to prevent
unauthorized access. However, users who wish to have a higher level of
security can take additional steps.

Note that Novell GroupWise and Lotus Notes users do not need to be
concerned with these additional steps. The design of the Novell GroupWise
and Lotus Notes clients prevents unauthorized access to user specific
information. These additional steps pertain to Microsoft Outlook users only.

Password Protect CST Files

CST files are used by CallPilot Desktop Messaging for Microsoft Outlook
to store CallPilot message headers and downloaded messages. If another
user opens the CST file in offline mode, they can access all messages that
have been previously played or viewed.

To prevent unauthorized access, users can password protect their CST files.
This ensures no one (including the system administrator) can access
previously played or viewed messages without first entering the user-
defined password.

Desktop Messaging and My CallPilot Administration Guide 145



Configuring Desktop Messaging Standard 1.13

To password protect a CST file
1 Open CallPilot Configuration, and select the Mail tab.

Callrilot | =]

Generel Mal | Addiess Back | Audo |

Path:

Nolifieaticn.  [Automaizaly =]

[¥ Use CalPict loem
Dedeuit composs foem: |\"aice- El
5

Dtk forward freply foem: |.€As recaved

¥ Inchude message header when fonwatdingfrepivng
¥ Corwail voica meszages bo'WAY for nan-CalPilot iecipierks
[# Shaw messege wabing indicatos [Mw1] on laskber

Parsonal [oldsrs.., | Avanced |

[T = O |

2 Press the Personal folders... button, then press Change Password....

Personal Folders | x|
Ganeaia ]

T < iFit ez o2 torc]

Elename: [ D:\TBender\tender. cst

Encryptian: ICm‘prc::'Hz Encryption

Changes the passsard used to acoess
Change Bemsworrl.. | 1pie sl Foller fil
Reduces the size of your personal
Comemcttion | ER

0k | Concal iy Heb |
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3 Enter the old password (if necessary) and new password.

Change the passwerd for thender. cat: III
ol passward: | Cancel |
Mew passwond: | Hep |
Weriy passward: I

™ Save this passward in your password list

To ensure the highest level of security, do not select the Save this
password in your password list option.

This solution protects voice, fax, and text messages from unauthorized
access on the Windows Terminal Server.

Playing messages through the telephone

To improve network performance, CallPilot Desktop Messaging caches
voice messages played through the computer. However, other users can play
these cached messages if they have access to your CST file. Users can
prevent voice messages from being cached by playing them through their
telephone. When messages are played through telephone, voice data is not
downloaded or saved on the Windows Terminal Server.

This solution protects voice messages from unauthorized access on the
Windows Terminal Server. Text and fax messages are still downloaded and
saved on the Windows Terminal Server.
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Additional server configuration

In this chapter

Accessing a 3rd party Address Book from a separate server 150
My CallPilot security 151
My CallPilot Administration Utility 156
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Accessing a 3rd party Address Book from
a separate server

Overview

CallPilot enables you to access a third-party LDAP server for message
addressing.

Consult your LDAP server documentation for details about enabling and
disabling LDAP service, and configuring security options.

Note: Users can only access third-party LDAP servers with Desktop
Messaging if they use Desktop Messaging groupware client (Outlook,
GroupWise, or Lotus Notes).

You must specify the LDAP server name, port number, and search base in
the Desktop Messaging client. For details about setting LDAP options in
Desktop Messaging, see the Desktop Messaging online Help.
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My CallPilot security

Overview

My CallPilot operates using Internet protocols. The network security
policies of your company can imposed on My CallPilot. My CallPilot does
not attempt to circumvent any firewall, or other network security software,
installed on top of TCP/IP.

You should consider the following security measures for My CallPilot:

m secure network configuration
m authenticated access to the My CallPilot web server

» port hiding

You should discuss these security measures with your IS administrator.

CAUTION
& Risk of incorrect operation

Use caution when installing and configuring e-mail or file
filtering software on the My CallPilot web server. Filtering
software must allow IMAP and HTTP uploads and downloads
of the MIME types allowed by the external e-mail servers that
you make accessible to My CallPilot. The .exe file extension
must also be allowed for HTTP downloads, so that the
CallPilot Player installer can be downloaded.

Recommended configuration for external Internet access

The following diagram shows the recommended configuration of the
various servers used by My CallPilot in a network with an Internet firewall.
Discuss the configuration requirements with your IS administrator.
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CAUTION
& Risk of system corruption or data loss

Nortel strongly recommends that you obtain an independent
security audit before you provide external access to your
system based on the recommended configuration.

Client

Other CallPilot Customer WAN/LAN Internal web browser
(TCP/IP)

Client

G101647

Notes on the recommended configuration
The recommended solution requires:

m a separate web server to act as an external proxy server. Typically,
organizations place a computer outside the firewall (for DNS and
SMTP), which can function as the web server proxy.

m  SSL is enabled to secure communications.

On the My CallPilot web server.

On each My CallPilot web client. SSL is available to both internal
clients and external clients outside the firewall.

On the external web server proxy and on the server with the firewall
(if the firewall is installed on a separate server.)
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For details about enabling SSL, see “Securing communication with the
web server” on page 153.

m  SSL is only used for communication between the My CallPilot web
server and the web clients. By default, all communication between the
My CallPilot web server and the CallPilot server is unencrypted. Note
that the LDAP, IMAP, and STMP connections to the CallPilot can also
use SSL.

m configuration of the firewall to allow HTTP connections between the
internal CallPilot web server and the external web server proxy

Securing communication with the web server

My CallPilot supports Secure Socket Layer (SSL) over HTTP (HTTPS) for
either the logon only, or for the entire My CallPilot session. HTTPS is a
security protocol that provides:

m encryption of all information passed between the My CallPilot web.
server and My CallPilot web clients (browsers).

m authentication of the web server identity.

m authentication of the web client identity.

SSL must be enabled both on the web server and in the client web browser
to secure communications.

Enabling SSL
To enable SSL. over HTP (HTTPS) on the My CallPilot web server, you
must purchase and install an IIS authentication certificate on the server.

For information about obtaining an IIS authentication certificate, contact a
vendor of authentication certificates, such as Verisign or Entrust. Consult
your IS administrator about the best certificate for your organization. Ask
your IS administrator to follow the certificate installation instructions in the
IIS documentation. Popular vendors of authentication certificates also
provide certificate installation instructions on their web sites.
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Once you have installed a certificate, My CallPilot automatically displays
the “Enable Secure Login” link on the log in page. For more information
about this tool, see “My CallPilot Administration Utility” on page 156.

Once SSL is enabled on the web server, the user can choose to log on to My
CallPilot with SSL enabled. If the user chooses a secure logon, My CallPilot
uses the HTTPS protocol to secure communications.

Port hiding

If you do not have an SSL certificate, and you make My CallPilot available
over the Internet, you can change the port number for connections to the
web server. My CallPilot automatically detects and uses the configured port.
This provides additional security by hiding the service from malicious
attempts to scan well-known ports. Ask your IS administrator whether
changing the port number for HTTP connections is appropriate for your
system. The default HTTP port number is 80.

LDAP SSL Support

If the SSL checkbox is selected in the LDAP settings in the My CallPilot
Administration utility, My CallPilot uses SSL whenever communicating
with LDAP protocol to that server.
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Using My CallPilot with a firewall

In order to access the My CallPilot server through a firewall, the ports used
by My CallPilot must be opened. The following ports are used by My

CallPilot:

PROTOCOL
IMAP

SMTP
LDAP

HTTP

FTP

NORMAL

143
25
389
80
21

SSL

993
465
636
443

If the firewall is between My CallPilot and the user's browser, then the
following ports must be open: HTTP, FTP, and IMAP (for audio player

telset).

If the firewall is between the CallPilot server and the My CallPilot server,
then these ports must be open: FTP, IMAP, SMTP, and LDAP.
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My CallPilot Administration Utility

Overview

The My CallPilot Administration Utility is a tool for updating CallPilot
server settings, and for enabling and disabling SSL encryption for
communication with the My CallPilot web server. All entries are stored
within the system registry.

The My CallPilot web server cannot automatically detect changes to
CallPilot server settings. If you use CallPilot Manager to change CallPilot
server settings that impact My CallPilot, you must use this administration
tool to update the settings on the My CallPilot server. These settings
include:

m the CallPilot server FQDN

m the SMTP/VPIM network shortcut
m the LDAP search base

m the LDAP port number

To start the My CallPilot Administration Utility

From the Windows Start menu, choose Program Files> Nortel My
CallPilot> My CallPilot setup. The My CallPilot Administration Utility dialog
box appears.

156 CallPilot



October 2006

Additional server configuration

My CallPilot Administration Utility

wiebelient | Security seltingsl Languages | Custom logo

CallPilat server

IcplUUUE.us.nolteI com

SMTPASPIM Prefis |1 E12934

LDAP Setting:
Server FUON

Search baze

Port Mumber:

IcpiUUDE.us.nolteI com

Idc=norta\,dc=ca

|353

[~ Use Secure Sockets Layer [S5L)

ag I Cancel | Lpply

| Help |

For details about the any of the available options, click the Help button.

Allow user to send voice messages to non-CallPilot recipients
1. For CallPilot Server Release 3.0 and Above

This feature provides the ability for the system administrator to control the
distribution of CallPilot voice messages outside of the organization.When
unchecked, the user is unable to save or forward audio attachments or voice
messages to non-CallPilot recipients.
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Keycoded Features
Fax Capabildy:
Speech Activated Messaging:
E-mail-by-Phone Capabildy.
Desktop and Yeb Messaging:

Daskiap and Wab Massaging Configuratior
Mezsage Forwarding Rule:

Allaw user to set Remember password:

Deskiop Playback:

Allow user to send voice messages ta nan-Callpilt recipients:

™ Waximum Fax Resolution: [Fne =]

r

[™ Can Sat Up SSL for an IMAP Servar. T
=

¥
=

Festrict none j

W Cormer bo WA format | Restrictnone =

Include messege header when forsardingreplying: | Restict none =
Include cover page when forsading fax: |Festictnone =
Address book: |Restictnone =

Company cover page falder: [

Address book path (Jullook/GroupWise chente): |
Lofus Motes autn refrash:

Create Sen foldenGroupiivize client):

My CallPilot

Mailoos Manager, [

-
~

Note: If the user attempts to forward a message to a non-CallPilot recipient
using the standard e-mail form of Microsoft Outlook, the message appears

to have forwarded properly. The recipient of the message only receives the
VBK header. The audio data is not sent, and the message cannot be played.

To allow users to send voice messages to non-CallPilot

recipients

1 Select applicable User Class to access the control for this feature.

2 Select Allow user to send voice messages to non-CallPilot

recipients checkbox.
3 Click Save.
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If this feature is not selected (checked), the user cannot forward voice
messages to non-CallPilot addresses. However, the user still can forward
voice message to addresses in CallPilot format.

Il CallPilot Desktop Messaging |

This message cannot be sent to non-CallPilat recipisnts.
Conkact wour CallPilot administrakor For details,

Note: This feature does not block users from forwarding voice messages to
an external e-mail account if, they use Internet IMAP clients (Outlook
Express, Eudora, or Netscape Messenger).

2. For CallPilot Server Release 2.X

Voice Block provides the ability for the system administrator to control the
distribution of CallPilot voice messages outside of the organization. It is
intended for use only by the system administrator. The end user cannot
enable or disable this feature.
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My CallPilot Administration Utility E|

Default CP Server Security settings l Languages ] Custom logo l Cther CF Servers ]

Secure Sockets Layer (S5L)
[ Enable S5L

&
~

55Lis Enabled in 5!

[¥ Enable “Remember Password” checkbox on login page

[ Allow userto send voice messages to non-Callpilot recipients
{only applies to CallPilot 2.0 and CallPilet 2.5 servers).

OK | Cancel | ‘ Help ‘

Note: This feature is used when My CallPilot interfaces with CallPilot 2.X
software only. In CallPilot 4.0, this feature is no longer configured in the My
CallPilot Administration Utility. Instead, it is configured using CallPilot
Manager in the Mailbox Class property page, in the Keycoded Features
section. Refer to the CallPilot Manager online Help for details.

To enable My CallPilot Voice Blocking (CallPilot Server 2.x)

1 Click on the Security settings tab in the My CallPilot Administration
Utility to access the control for this feature.

2 Select the “Allow user to send voice message to non-CallPilot
recipients” (only applies to CallPilot 2.0 and 2.5 servers) checkbox.
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3 Click the OK button and you are presented with a prompt to restart the
Internet Information Services (11S).
Restarcis x|
The changes that pouw have mads wil not lake effect unhil

ol nestait 1S,
Would pou e to dio it nows?

Restat 15|

Doing so enables voice blocking immediately; otherwise the feature
takes effect the next time a user logs on to My CallPilot. The system
administrator can restart IS using either the Restart IIS dialog box
(above) or the IS Manager screen.

If this feature is enabled, My CallPilot users cannot save a voice message to
their local computer, which prevents distribution as an

e-mail attachment. They are also cannot forward voice messages to non-
CallPilot addresses. However, the users still can forward voice message to
addresses in CallPilot format.

This setting applies to all My CallPilot users and CallPilot servers, including
CallPilot servers configured in user accounts as an external e-mail server. It
does not apply to non-CallPilot servers.

Note also that this feature does not block users from forwarding voice
messages to an external e-mail account, if they are using Internet IMAP
clients (Outlook Express, Eudora, or Netscape Messenger).

For information on how to block voice messages in integrated Desktop
Messaging clients (Outlook\Exchange, GroupWise, or Lotus Notes), refer to
the Controlling access to Desktop Messaging features section in the
Desktop Messaging and My CallPilot Installation Guide 555-7101-505.
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Using My CallPilot in multiple Callpilot server environments

My CallPilot has enhanced support for environments with multiple CallPilot
servers. The multiple CallPilot server feature is configured by selecting the
Other CP Servers tab. The following dialog appears:

My CallPilot Administration Utility

Sepver Number:

Dielete entry

MNew entry

(=% BN S S ]

Default CP Server l Security settings l Languages ] Custom logo  Other CF Servers

Deseription/Location |S|:|uthem Branch CallPilot

Hostriame/IF Address |na¢23ﬁ§

VPIM Network Shortcut |1EEZEEF

—LDAP Settings
Server FGDN anuth.callpilnt.n'r;-'cu:umparr'_-'.cu:um
Search base ||:Ic: =mycompany,dc=com
Port Number: |333

I Use Secure Sockets Layer {550

QK | Cancel

Help

Enter the details for all of the CallPilot systems by pressing "New entry" and
filling in the information for each CallPilot server, and then press "OK".
You must restart My CallPilot (restart IIS) for these changes to appear.
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Troubleshooting overview

Introduction

This chapter identifies problems that users can experience with Desktop
Messaging and My CallPilot. It describes symptoms of the problem that the
user is facing, and suggests steps you can follow to fix the problem.

This chapter focuses on problems that require the assistance of an
administrator. Basic troubleshooting information for users is available in the
Desktop Messaging online Help. Troubleshooting information for Internet
mail client users appears in the CallPilot Player online Help.

Based on the user’s expertise, you can guide the user in performing the
steps. Where the solution requires action on the CallPilot server or in
CallPilot Manager, the text indicates this requirement.

If the suggested action does not correct the problem, contact your Nortel
representative.
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Section A: Desktop Messaging
issues

In this section

Overview 166
General issues 167
Microsoft Outlook issues 177
Lotus Notes issues 179
Novell GroupWise issues 182
Internet mail client issues 183
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Overview

Introduction

This section provides information about troubleshooting Desktop
Messaging problems. It is divided into five areas. The General issues area
describes problems that can occur with any Desktop Messaging client. The
other areas focus on problems specific to a Desktop Messaging client.

Desktop Messaging also includes several tools to assist you with
troubleshooting. For more information, see “Desktop Messaging tools” on
page 189.

Messaging server compatibility

CallPilot 4.0 Desktop Messaging clients work with CallPilot 2.0, 2.5, 3.0,
and 4.0 servers. The availability of some features depends on the messaging
server you use. For more information, see “Messaging server compatibility”
on page 26.
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General issues

Before you install
Before you install Desktop Messaging, you require the following
information:
m CallPilot mailbox number
m  VPIM network shortcut of the CallPilot server
» fully qualified domain name of the CallPilot server
m search base for LDAP address searches in the CallPilot server

You also must ensure that the e-mail client that the user requires is installed
on the user’s computer, and is working properly.

For a full description of Desktop Messaging requirements and procedures,
refer to the Desktop Messaging and My CallPilot Installation Guide 555-
7101-505.

To help you to troubleshoot problems, you should obtain the version
number of the Desktop Messaging client.
To obtain the version number

1 If the user cannot log on, but you require the CallPilot version number,
navigate to the following file:

nmplayer.exe

2 Right-click the file, and then select Properties. The Properties page
appears.

3 Select the Version tab. Version information for Desktop Messaging
appears.
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General logon issues

Symptom: Error message about invalid credentials

The user receives a message similar to “Invalid credentials. Please retry...”
or “The server could not be located. Please Retry... ”

Solution
(from the user's computer)

1 Verify that Desktop Messaging is configured with the correct information,
including the following settings:

= mailbox number

m fully qualified domain name (FQDN) of the CallPilot server
= VPIM network shortcut of the CallPilot server

m search base for address searches in the CallPilot directory

2 Verify that you can log on successfully from the telephone using the
same mailbox number and password.

3 Verify that you have network connectivity to the CallPilot server.

For example, issue a network command to the CallPilot server exactly as
it appears in your Desktop Messaging configuration — try to ping using
the Command Prompt — and ensure that you receive a valid response
from the CallPilot server.

From the Start menu on your Windows desktop, select the Command
Prompt (typically found under the Programs/Accessories submenu). A
new window appears with the Command Prompt “C:\". From the
Command Prompt, issue a ping command to the fully qualified domain
name of the CallPilot server as follows:

ping <CallPilot FQDN>

If the response is “request timed out,” you do not have network
connectivity to the CallPilot server. You cannot access Desktop
Messaging.
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Solution
(administrator only)

1 In CallPilot Manager, check the following:

m The user’s mailbox is enabled. View the user’s settings on the User
Detail page, and check the mailbox status in the Security section.

= |IMAP is enabled on the CallPilot server, and there are no alarms
referring to the IMAP service.

m Desktop and Web Messaging capability is enabled for the mailbox.

2 The CallPilot server name cannot be on the DNS server.

From the Start menu on your Windows desktop, select the Command
Prompt (typically found under the Programs/Accessories submenu). A
new window appears with the Command Prompt C:\. From the
Command Prompt, issue a ping command to the CallPilot server IP
address as follows:

ping <CallPilot server IP address>

If the response is “request timed out,” then issue a ping command to the
fully qualified domain name of the CallPilot server. Type

ping <CallPilot FQDN>

m If you receive a ping response from the IP address, but not the server
name, then check the following:

m [f you have a DNS server

m Ensure that DNS is configured on the CallPilot server computer.
Under TCP/IP properties, select the DNS tab. Ensure that a DNS
server is listed. Verify the IP address for the DNS server.

m Check with the DNS administrator whether the server name is on the
DNS server. Verify that the correct host name is configured on the
DNS server.

If you do not have a DNS server

m If you do not have a DNS server, you must set up domain name
resolution using a HOSTS file, or configure CallPilot and Desktop

Desktop Messaging and My CallPilot Administration Guide 169



Troubleshooting Standard 1.13

Messaging using the CLAN IP address only. For details about setting
up a HOSTS file, see the CallPilot Manager online Help.

Note: Nortel recommends that you set up DNS properly instead of
asking Desktop Messaging users to update a host file.

3 If the problem continues, stop and restart IMAP service on the CallPilot
server.

Symptom: Error message about no Desktop Messaging capability

When the user attempts to log on, a message states that “You do not have
Desktop Messaging capability.”

Solution
As the CallPilot administrator, do the following:

1 Verify that Desktop Messaging is configured with the correct Mailbox
number.

2 Verify that this mailbox is assigned to a mailbox class with Desktop
capability enabled. For information about mailbox class capabilities, see
the CallPilot Manager online Help.

Symptom: No entries in CallPilot address book

The CallPilot Address Book has been downloaded, and a dialog box appears
stating that O entries are found.

Solution
As the administrator, do the following:

1 Check the CallPilot Address Book search base. Open the Desktop
Messaging options dialog box, and then click the Address Book tab to
view the search base.

2 Verify that the search base exactly matches the search base configured
in CallPilot Manager.
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Other issues

Symptom: The user has message access problems

The user modified Desktop Messaging settings with correct information, but
the user still cannot access CallPilot messages.

Solution

If you modify the settings while your Desktop Messaging is running, close
and restart Desktop Messaging so that the settings take effect. If the user
still cannot access messages, do the following:

m  Verify the mailbox class.

m  Check the alarm monitor to ensure that there are no alarms relating to the
IMAP service.

m  Verify network connectivity to CallPilot.

Symptom: Cannot send messages

The user cannot send messages to telephone, fax, AMIS users, or
networking users.

Solution

1 Ensure the user is addressing messages correctly. See the online Help
for information about supported address formats.

2 Verify the capabilities enabled for the user’'s mailbox. Restrictions for
unauthenticated SMTP users can be defined by the CallPilot
administrator. Such restrictions can prevent a user from sending
messages to other types of users.

m Verify that the user has the capability to send messages to the
required recipient (telephone, fax, AMIS users, or Networking users).

m Ensure that 'Security Modes for SMTP Sessions' in CallPilot
Manager/Messaging/Message Delivery Configuration have
authentication options other than just 'Unauthenticated’ selected.
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m Also ensure the user provides SMTP authentication from their client.
If the user connects from one of the Nortel-provided clients, such as
Outlook, Lotus Notes, GroupWise, or My CallPilot, then client-side
SMTP authentication is automatically used as long as the server-side
Security Modes for SMTP Sessions mentioned in the previous bullet
have been set.

m Verify that the restriction permission list (RPL) in the CallPilot system
is configured to allow DTT and DTF network messages.

3 For DTT and DTF messages, ensure that you can dial the required

number from a phone connected to the same switch as CallPilot.

For Networking, verify that networking is currently configured in CallPilot
administration. For more information on networking, refer to the
appropriate Networking Implementation and Administration Guide.

Symptom: Cannot send a CallPilot message

The user cannot send a CallPilot message. When the user clicks Send, an
error dialog box appears: “Error. Failed to send message.”

Solution
Check the following on the user’s computer:

1

Verify that neither the CallPilot mailbox nor the e-mail mailbox is full. A
user cannot send a CallPilot message if either of the mailboxes is full.

Check the format of the message address. The FQDN on the right side
of the @ symbol must match the FQDN configured on the CallPilot
server.

Delete any empty attachments. An empty attachment causes the entire
message to be rejected.

Verify that you can ping the CallPilot server. From the Start menu on
your Windows desktop, select the Command Prompt (typically found
under the Programs/Accessories submenu). A new window appears with
the Command Prompt C:\. At the Command Prompt, type

ping <CallPilot FQDN>
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If the response is “request timed out,” then type

ping <CallPilot server IP address>

If there is a reply to this ping command, then the CallPilot server FQDN
is not properly configured in your Domain Name System (DNS). Contact
your DNS administrator for assistance.

If you do not have a DNS server, then you require a hosts file entry. For
more information, see the CallPilot Manager online Help.

If the response is No Reply, verify that the CallPilot server is reachable
on your LAN. Contact your IS administrator for help.

Verify that the CallPilot server is up and running.

If there is no response, verify that the Internet Message Agent (IMA),
Message Transfer Agent (MTA), and IMAP services are running. You
may need to restore them.

Symptom: Cannot send faxes

Solution

1

If the error message states that the message cannot be sent because
part of the media cannot be converted, or because the media is not
supported at the recipient’s system, ensure that in messages you send
with Desktop Messaging, you only send attachments that are TIFF-F,
WAV, VBK, or text files.

Note: All other message types, including Rich Text Format (RTF) are
rejected by CallPilot server.

2 Ensure that you, as the sender, and the recipients have the capability to

send and receive fax messages. Ensure that all TIFF files are created as
TIFF class F (TIFF-F) files, using the Nortel Fax Printer. Not all TIFF files
are class F.

Ensure that your mailbox is not full. If you receive an error message that
your mailbox is full when you log on, delete messages to create space in
your mailbox.
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4 If messages are not returned with a Non Delivery Notification (NDN),
check the CallPilot server processor usage. If it is at or near 100 percent
for a long time, then contact your Nortel Customer Technical Support.

Symptom: Problems receiving faxes

People do not receive faxes sent by users, or users do not receive faxes that
others are sending to them.

Solution

m Verify that the mailbox class to which the user is assigned has the
capability to send and receive faxes.

m  Make sure that those to whom you send faxes have the capability to
receive faxes.

Symptom: Problems receiving replies

Recipients receive CallPilot messages from users, but users do not receive
any replies to their messages.

Solution

1 Open the Desktop Messaging options dialog box.

2 Ensure that the SMTP/VPIM network shortcut is correct.

Ensure that if people are sending you faxes (TIFF-F files) in their replies,
you have fax capability enabled for your CallPilot mailbox.

Symptom: Cannot print text messages

Users can see text messages in their Desktop Messaging mailbox, but when
they try to print them to a fax machine from the telephone, they receive the
message, “Your command cannot be completed at this time.”
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Solution

Users must have fax capability for their mailbox to print text messages from
the telephone. A user with Desktop Messaging capability, but without fax
capability, cannot print text messages from the telephone.

For more information about assigning access rights in a mailbox class, see
the CallPilot Manager online Help.

Symptom: Voice message does not play on telephone

The user tries to play a voice message from the telephone in Desktop
Messaging. The user answers the telephone when it rings, but the message
does not play.

Solution

1 When you answer the telephone, say something, such as “Hello,” to
initiate message playback.

2 Check the CallPilot player status bar. If it states Open Pending, then
hang up the telephone. Click Computer on the player, and then click
telset playback. The phone rings again.

3 If the Status bar still states Open Pending, then click the Release telset
button. Alternatively, you can hang up again, wait from three to five
minutes and attempt to play again. If this problem persists, contact your
Nortel Customer Technical Support.

Symptom: Cannot view CallPilot faxes using third-party Fax viewer.

Some received faxes cannot be viewed with Fax viewers, other than the
built-in CallPilot viewer.
Solution

1 View the fax with the CallPilot Desktop Messaging Fax viewier and save
the fax to disk.

2 If CallPilot Desktop Messaging for Outlook, Lotus Notes, or GroupWise
is not installed, other third-party viewers can view the fax as well.
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Microsoft Outlook issues

Outlook 2002 issues

To ensure that Desktop Messaging works correctly with Microsoft Outlook,
you can install the latest Outlook 2002 service pack. For information about
the latest Office XP service pack, go to the Microsoft web site
(http://www.microsoft.com) and search for article Q307841 in the Microsoft
Knowledge Base. Also refer to article Q319820 for additional fixes to
Outlook 2002.

Symptom: CallPilot messages remain in Outbox

Messages that you send from the Nortel Fax printer driver, or using Start->
Programs-> Nortel-> CallPilot Desktop Messaging-> Send CallPilot
Message, remain in the Outbox. Your Outlook profile is configured to
deliver new messages to your Exchange Server mailbox, rather than to a
personal folder.

This problem can occur in Outlook when multiple accounts, including an
Exchange Server account, are configured in an Outlook profile. It only
occurs if the profile is configured to deliver new messages to the Exchange
server account, rather than to a personal folder.

Solution

Mircosoft has provided a solution that requires a change to the Windows
registry. For details, go to the Microsoft web site,
(http://www.microsoft.com) and search for article Q319820 in the
Microsoft Knowledge Base.
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Using Outlook

Symptom: Microsoft Outlook messages remain in Outbox

In Microsoft Outlook, messages remain in the e-mail outbox (not the
CallPilot Message Store outbox). This problem can be caused by the
migration from one server to another, while maintaining the same Outlook
client.

Solution
Remove the Exchange server, and then add it again to the user’s profile.

Symptom: You open a message that contains an embedded message, by using

Microsoft Outlook Web Access (OWA) over a Secure Sockets Layer (SSL)
connection. If you try to save the embedded message to the local hard disk,
you receive the following error message:

Internet Explorer cannot download {filename} from {server name}.

For example, if you right-click the link to the embedded message, and then
click Save, you receive the error message stated above.

This issue occurs if the message that you open was composed by using a
Microsoft Outlook client, or by using an OWA S/MIME client.

Solution
Turn on the Do not save encrypted pages to disk option in Internet Explorer.
To do so:

Start Internet Explorer.
On the Tools menu, click Internet Options.

Click the Advanced tab, and then under Security, click to select the Do
not save encrypted pages to disk check box.

4 Click Apply, and then click OK.
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Lotus Notes issues

Installation issues

Symptom: Authorization error message in Lotus Notes

Error message: No authorization to perform this operation.

Solution

Lotus 6.0 and 6.5 users must have Manager Rights access control of the
mail database to install Desktop Messaging for Lotus Notes. The Lotus
Notes administrator sets this control on the server for each user. If the user
does not have Manager Rights access, you have two options:

» Temporarily assign Manager Rights access to the user.

»  Manually update the Mail database from the server for each user who
requires CallPilot access. This update creates a new folder, CallPilot
Desktop Messaging, in Lotus Notes. For details about manual updates,
see “Updating the Mail database design” on page 41.

To determine the level of access control for a user

1 From the user’s Lotus Notes Mail database, choose File> Database>
Access Control... .

2 Click the user's name in the displayed list. The user’s access control
level appears in the Access box.

Other issues

Symptom: Cannot see CallPilot Desktop Messaging folder in Lotus Notes

When the user logs on to Lotus Notes, the CallPilot Desktop Messaging
folder is not visible.
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If CallPilot has been properly installed, then the user sees CallPilot Desktop
Messaging under Folders and Views. In the Personal Name and Address
Book on Local database, the user sees two new views:

m  Groups (CallPilot)
= People (CallPilot)

Notes:

m In Lotus Notes versions 6.0 and 6.5, these views are accessible only from
the View menu.

m Lotus Notes 6.0 and 6.5 users must log on to CallPilot before they can
download the address book.

Solution

1 Verify that you are in Folders and Views> CallPilot Desktop Messaging.

2 If you do not see CallPilot Desktop Messaging, and you are in Folders
and Views, uninstall the current version of Desktop Messaging, and then
reinstall it. During reinstallation, ensure that Update Lotus Notes
databases is checked in the Ready to Install! window.

Note: Update Lotus Notes mail database and Update Lotus Notes
Personal Address Book options are checked by default. If you uncheck
these options, the Lotus Notes administrator must update your mail
database on the server to enable Desktop Messaging and you cannot
use your Personal Address Book for storing or accessing CallPilot
address information. You also have an option (not recommended) to
replace the Mail database design manually. A manual update should
only be performed under special circumstances. For more information,
see “Updating the Mail database design” on page 41.

Symptom: No entries in CallPilot Personal Name and Address Book in Lotus

Notes

While in the Personal Name and Address Book window, the user selects
People (CallPilot). There are no entries in the CallPilot Address Book.
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Solution
You must download the CallPilot Address Book manually.

To manually download the CallPilot Address Book

1 Make sure that your Address Book — People (CallPilot) window is the
active window.

2 Choose Actions> Download CallPilot Address Book.

Symptom: DLL error message in Lotus Notes

Error message: “The dynamic link library nnotes.dll could not be found in
the specified path.”

Solution

1 On the Windows desktop, right-click the Lotus Notes icon, select
Properties, and then click the Shortcut tab.

Examine the properties of your Lotus Notes shortcut.
Verify the path in the “Start in” box.

Note: Usually, when Lotus Notes creates a shortcut, it puts a working
directory in this box.

4 Add or update the path.
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Novell GroupWise issues

Installation issues

Symptom: GroupWise option unavailable during Desktop Messaging installation

GroupWise 6.5 requires Windows Messaging on your computer. Normally,
Windows Messaging is installed with Windows.

Solution
The GroupWise installation program checks for Windows Messaging. If it is
not detected, the installation program provides the following options:

1. Install the complete Windows Messaging system.
2. Leave Windows Messaging as is.

Choose option 1, even if Windows Messaging is installed to ensure that the
GroupWise option is available during Desktop Messaging installation.

Other issues

Symptom: Cannot find the Compose New CallPilot Message icon on the toolbar

When the user opens Groupwise, the button on the toolbar to compose a
new message in CallPilot is not visible.

Solution

GroupWise does not resize buttons automatically based on the window size,
and when the buttons on the toolbar are not visible. This can be solved by
setting your screen resolution so that the Compose New Message button

appears on the toolbar. For example, set your screen resolution to
1280x1024.
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Internet mail client issues

Introduction

This section includes only issues that require administrator assistance. For
troubleshooting information for users, see the CallPilot Player online Help.

General issues

Symptom: Reply to message sent from Eudora is rejected on AMIS network

A reply to a message cannot be sent over an AMIS network. This is caused
by autotext placed at the start of the message.

Solution
(administrator only)

1 Open the Eudora.ini file using a text editor, such as Notepad.

2 Under the [Settings] statement, add these lines:

ReplyAllAttribution=
ReplyAttribution=

3 Click File> Save to save the settings.

Desktop Messaging error codes

Desktop Messaging Internet mail clients display error codes when a
problem occurs. The table below describes Desktop Messaging error codes.

Code Error message

6 Your message did not reach some or all of the intended recipients.
16 The message was not delivered because an undefined problem
occurred.
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Code Error message

17 There is a problem with the specified address. Please verify the
address.

18 The external telephone number used in addressing the message could
not be dialed. Please verify the telephone number.

19 The mailbox or telephone number is invalid. Please confirm the
address.

20 The address is invalid. Please verify the destination system.

22 The mailbox address was at one time valid, but mail is no longer being
accepted. Please confirm the address.

23 The mailbox exists, but something at the destination mailbox caused
your message not to be received. Please try sending the message
again later.

24 The recipient did not receive the message because the recipient did not
instruct the service to play the message (by pressing the appropriate
telephone key).

25 The mailbox exists, but is not accepting messages at this time because
it can be temporarily disabled. Please try sending this message again
later.

26 The recipient’s mailbox is full. Please try sending this message again
later.

27 The message length exceeds the administrative limit for the sender’s
mailbox.

28 The address is a mailing list and could not be expanded.

29 The message was not delivered because a system problem occurred.

30 The system storage has been exceeded. Please try sending this

message again later.

184

CallPilot



October 2006 Troubleshooting

Code Error message

31 The recipient’s system is not accepting messages. Please try sending
this message again later.

32 Some features in the message are not supported. For example, you are
not able to send a message with this media.

33 Recipients cannot receive messages with a private tag. Please try
sending the message again without the private tag.

35 The system does not allow messages that are this large.

36 A problem occurred in the network. Please try sending the message
again later.

37 An outgoing connection could not be made with the destination. Please
try sending the message later.

38 A problem occurred during the transmission of your message.

39 A directory server was unavailable. Please try again later or contact
your Administrator.

40 The network was congested or the telephone line was busy. Please try
sending the message later.

41 The number of attempts to deliver the message has exceeded the
system maximum. Please try sending the message again later.

42 An error occurred during the transmission of your message.

43 This message was addressed to too many recipients. Please reduce
the number of recipients and try sending the message again.

44 There was a problem with the content of your message. Please
recreate the message and send it again.

45 The message contains media that cannot be delivered. The recipient

cannot receive a message with this media.
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Code Error message

46 The voice portion of the mixed media message was delivered. The
recipient can only receive this part of the message.

47 The fax portion of the mixed media message was delivered. The
recipient can only receive this part of the message.

48 Some media contained in your message was not converted
successfully. Some of the recipients did not receive the message.

49 A security measure or policy prevented the delivery of the message.
Please contact your Administrator.

50 The recipient(s) could not be reached. Please consult with your
Administrator for assistance.

51 Legislative policy restricts the delivery of messages at this time. Consult
with your Administrator on the best time to send the message.

52 The recipient(s) could not be reached. Please consult with your
Administrator for assistance.

92 Invalid mailbox number/password.

94 User does not have desktop capability. Please contact your
administrator.

95 Invalid mailbox number/password. Please contact your administrator.

97 Invalid mailbox number/password. Maximum number of invalid login
attempts occurred. Please contact your administrator.

98 Invalid mailbox number/password. Maximum number of invalid login
attempts in this session occurred. Please restart your login session.

100 Invalid login. Cannot access system resources. Try again later.

101 Too many login failures.

102 Too many authentication failures.
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Code Error message

105 Autologout; your session has been idle for too long. You are no longer
connected to the server. Please log in again to send and receive new
messages.

107 Mailbox error.

108 Your mailbox is almost full.

110 Your password has expired. Please change your password.

111 The temporary password assigned to you by the administrator must be
changed. Please change your password.

123 The “Login” authentication method is disabled. Please contact your
administrator.

124 The “Challenge-Response” authentication method is disabled. Please
contact your administrator.

125 Your mailbox is full. Delete messages you no longer require.

133 Remote Notification was turned off by the person who answered the
notification call. It has now been turned back on.

134 Remote Notification was turned off. It has now been turned back on.

135 Remote Notification has been turned off. Please ensure that the
number is correct, and review your notification setup before turning
notification back on.

136 Your password expires in n days

[where n is the number of days]
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Section B: Desktop Messaging tools

In this section

Resetting the CallPilot message store 190
Replacing the mail database design in Lotus Notes 191
CPTrace 193
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Resetting the CallPilot message store

You can reset the CallPilot message store to remove invalid or corrupt
messages from the inbox.

In Microsoft Outlook, this feature is used by system administrators and
CallPilot product support. Lotus Notes and GroupWise users can reset their
mailboxes by choosing the Refresh CallPilot Message List command.

To reset the CallPilot message store

1
2
3

Press and hold Ctrl+Shift.

Press the Microsoft Outlook Send / Receive toolbar icon.

Continue to hold Ctrl+Shift until the CallPilot Reset Mailbox dialog box
appears.

CallPilot Reset Mailbox

Fezet mailbox removes the local copy of CallPilot message headers
and attachrents that are normally maintained in the inbox falder.
This allows a fresh et of headers to be downloaded from CallPilat.

Don't rezet mailbox

Click Reset mailbox.

The system purges all CallPilot messages from the CallPilot inbox, and
the CallPilot message headers currently stored on the CallPilot server for
that user are downloaded again. The user sees all messages disappear,
and then reappear one by one. All message caching is lost.

Note: The messages are not deleted from the CallPilot server; they are
removed from the computer cache. Messages are downloaded again
from the CallPilot server to the user's computer.
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Replacing the mail database design in
Lotus Notes

An administrator or user should only replace the mail database design if:
» users want CallPilot messages stored in the same Inbox as their Lotus
Notes e-mail messages.

m user database design is not customized, and the user does not intend to
customize the database design in the future.

m the administrator or user is familiar with modifying Notes database
design.

1
ATTENTION! Risk of data loss

Replacement of the database design removes any
customization in the current database design. If the mail
database is customized, you can update the database
instead of replacing it. You must ensure that the version of
the CallPilot template is the same version number as the
Lotus Notes template you are replacing.

You can replace the mail database from the user’s workstation or from the
Notes server.

To replace the database design from the user’s computer

1 Log on to Lotus Notes on the user’s workstation.

2 Make a note of the version of Lotus Notes. Choose Help> About Notes
Desktop.

Select the mail database icon.

Choose File> Database> Replace Design. The Replace Database
Design dialog box appears.

5 Select Local from Template Server list, and then click OK.
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9

Check the Show advanced templates box.

Select CallPilot Mail (R5.0), CallPilot Mail (R6.0), CallPilot Mail
(R6.5.4), or CallPilot Mail (R7.0) from the list. Your selection depends
on which version of Lotus Notes client you are running.

Ensure that
m Inherit future design changes is checked.
m Hide formulas and LotusScript is not checked.

Click Replace.

10 Notes asks you to confirm that you want to change the database’s view.

Click Yes.

To replace the database design (Notes server)

1

a A WO DN

9

Install Desktop Messaging on the Lotus Notes server computer by
running LNSERVER.EXE from the Desktop Messaging CD.

Start Lotus Notes.
Choose File>Database>Open.
Select the mail database icon.

Choose File>Database>Replace design. The Replace Database Design
dialog box appears.

Check the Show advanced templates box.

Select CallPilot Mail (R5.0), CallPilot Mail (R6.0), CallPilot Mail (R6.5.4),
or CallPilot Mail (R7.0) as required.

Make sure that
m Inherit future design changes is checked
m Hide formulas and LotusScript is not checked

Click Replace.

10 Repeat steps 3 to 9 for each database that you must update.

11 Press F9 to refresh the window and display the names.
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CPTrace

CallPilot users, developers, and support personnel can activate CPTrace to
collect information about problems with one of the Desktop Messaging
clients on which CallPilot runs. You save this information to a log file to be
analyzed to determine the cause of the problem.

Problems can include
m trouble connecting to the CallPilot server
m CallPilot player problems

m address book problems

m message compose, reply, forward, delete, notification

The CPTrace tool is intended for Nortel designers and support personnel.

Users of this tool must have an understanding of Desktop Messaging client
functionality, and the corresponding components on the Server (IMAP).

CAUTION
& Risk of impact to CallPilot

CPTrace affects the way Desktop Messaging works. In rare
instances, you cannot reproduce problems while CPTrace is
running.
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To set CPTrace options

1 Select Start-> Programs-> Nortel-> CallPilot Desktop Messaging->

CPTrace.
1oy x|
il=:
IC:'\F’ngram Filez"MNortel\CallPilatsCPTrace. t«t Eraze |
v wfindow

17:29:49:361 - CallPilot 4.03.00.00, Copyright 19993-2005 Hortel ;I

Save As | Clear |

v Always on top

2 Specify the required options. The options you select are stored in the
Windows registry for the next time that you run CPTrace.
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Section C: My CallPilot issues

In this section
Troubleshooting My CallPilot issues 196
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Troubleshooting My CallPilot issues

Introduction

Severe My CallPilot errors are logged in the web server Event Log. You can
view them using Event Viewer. If you are unfamiliar with the Microsoft IIS
server and its operation, contact your IS administrator to assist you in
troubleshooting My CallPilot problems.

Symptom: Web browser times out, or one of the following error messages

appear in place of My CallPilot log on screen, when you browse to
the My CallPilot URL:

Document contains no data.

Cannot find server.

The page cannot be displayed. The page you are looking for is currently
unavailable.

Session (...) object required.

Solution:
(administrator only)

The web server (Internet Information Services) has crashed or become
unstable. Restart the IIS server:

1 Launch the My CallPilot Set up tool (located in the Start Menu, under
Nortel My CallPilot).

2 Type a space character at the end of the Server field, and then delete it.
(This causes the My CallPilot Set up tool to interpret this as a
configuration change, even though no modification to the information has
been made.)

Press OK. Another dialog box appears.

Press Restart IIS in this box.
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If this does not fix the problem, restart the computer. If this is still not
successful, then run the CPTrace tool to determine if My CallPilot is
attempting to run. If it does not appear to run, then the problem can be one
of the following:

m The CallPilot virtual directory is not created inside IIS (this can be
checked by using the Microsoft Management Console or Internet
Services Manager).

m  The My CallPilot DLLs are not properly registered into the Windows
environment. To reinstall these DLLs, find and launch the
“registerDLLs.bat” file (typically located in the c:\Program
Files\Norte[\My CallPilot\bin\ directory). Note any errors that occur
while the registration takes place.

Symptom: Web browser is timed out, restarting the computer did not solve the
problem.

Solution:
(administrator only)

Run the CPTrace logging utility to troubleshoot internal My CallPilot
problems. This program is useful for displaying debugging information that
Nortel technical support personnel uses to determine what the problem is. It
can be found in the bin subdirectory where My CallPilot is installed
(typically c:\Program Files\Norte]\My CallPilot\bin\cptrace.exe).

Note that you can enter a filename (for example. c:\mycallpilot.log), and
check the File box to enable logging to a text file. This file can then be sent
to technical support personnel for analysis.

Running CPTrace can cause a small performance impact on the server;
therefore, it is advisable not to leave CPTrace running unless you are
debugging a problem.

The image following image is an example of the CPTrace utility.
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M CPTrace

¥ File

¥ Window -

|C:\Program FilzzWMartelyMy CallPilat\MuCP_logfile_1.txt

141221127 -
141221137 -
141221187 -
141221197 -
141221207 -
141221218 -
1412:21:228 -
1412:21:238 -
1412:21:248 -
1412:21:258 -
14:12:21:268 -
1412:21:278 -
1412:21:318 -
1412:21:328 -
14:12:21:338 -
14:12:21:348 -
1412:21:358 -
14:12:21:368 -
14:12:21:378 -
1412:21:388 -
14:12:21:448 -
14:12:21:458 -
1412:21:468 -
1412:21:478 -
14:12:21:488 -
14:12:21:498 -
14:12:21:943 -
141224553 -
14:12:24:563 -

¥ &hways on top

Loaded Statel
CCPRACHI) Starting!
getStaticCPServerConfigl): read in 11 servers!
CCPh S ession:Upload directon iz Chepmmdes s TPk 30NWWEBSITE \uploadhfiles',
CCPY S ession: GetFiletersion [C:\epwmdes TP 30WAE B SITE \wtiitiesdlaudio.ver)
CCPYM S ession: Got audio plaper ver num from CP server,
CCPh S ession:Audio Player iz version: 4.01.04.00
CCP S ession:Download path iz cpil008/callpilatitp/player/
MCE prnl zerLoginD ata:: MCE prol serLoginD atal)
MCE imaphd il ateway:: b CE imaphd ailG atewsay()
MCE imaph ailG atewway: Inits erviceProvider)
Created a new CPWHSession object]
Init[): SeszionlD=267122335
CCPwWMS ession:Initlocale=en
CPIrit]) Dur servemane: lacalhast, vidie mycp
...uzing server: cpil008
CCPM S ession:Language currently is: en
Mailbw::UpdateR esaurces lacalel= en
Created a new State object.
Initializing State!
InitH eader()
CCP S ession:FilHeade(): Mot logged in...
InitContent]
CCPwit S ession::InitContent
Created a new State object,
Initialized Statel
CPlayerCorntrol: InPlacedctivate-5)
CPlayerContral: ParseSeverSirng]):
CPlayerCartral: S etServer(]

Save fs Clear

Symptom: Installation problems

The user sees a blank screen if My CallPilot virtual directory is not set up as
an application virtual directory.

198

CallPilot



October 2006 Troubleshooting

Solution
(administrator only)

1 Open the Microsoft Management Console or Internet Services Manager
and select the Properties section of the virtual directory. Click Make
Application.

2 Ensure that you can ping CallPilot server from the web server by using
either the IP address or the fully qualified domain name of the CallPilot
server (whichever is used as the IMAP server registry entry).

3 Ensure that the COM control is registered. Search the registry for
CPWMCTRL.

During installation, setup attempts to register the fle CPWMCTRL.DLL,
which is found in the My CallPilot directory specified during installation.

a. Verify that Nortel. CPWMCitrl.001 has been inserted into the registry
and is associated with the CPWMCTRL.DLL file in the correct
directory. Use a registry search tool to verify this.

b. If the file is not properly registered, you can register it manually using
regsvr32.exe, which is found in the Windows system directory.

The host name of the CallPilot IMAP server is installed at the
following location in the WinNT registry:

HKEY_LOCAL_MACHINE\SOFTWARE\Norte\CallPilot\WebClient\
IMAPServer

c. Ensure that this attribute is set correctly to the host name of the
CallPilot IMAP server. The host name must be fully qualified if it is on
another domain.

Symptom: Web server problems recorded in the Error Log

The IIS server reports serious problems in the WinNT Error Log.
Solution
(administrator only)

1 On the Windows menu of the IIS server, choose Start>Administrative
Tools>Error & Event Log.

2 Check both the System and Application logs.
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Symptom: Logon problems

Error message: “Error. Login failed.” Failure to log on can result from either
My CallPilot problems or CallPilot problems.

Solution
(administrator only)

1
2
3

Verify that IMAP is enabled in CallPilot Manager.
Verify all items under Symptom: “Installation problems” on page 198.

Ensure that Desktop Messaging capability is enabled in the user’s
CallPilot mailbox.

Check the Event Log on the web server.

Verify that the My CallPilot configuration is correct. This can be done
using the My CallPilot Setup utility (located in the Start Menu, under My
CallPilot).

If logon problems are intermittent, and you are using Windows Advanced
Server network load balancing, see Symptom: “Intermittent problems
with logging on to My CallPilot” on page 201.

Isolate the possible source of the problem.

m Try to log on using a Desktop Messaging client. If the Desktop
Messaging client fails, then the problem is with CallPilot. If it
succeeds, the problem is with My CallPilot.

= If you cannot log on from a Desktop Messaging client, try to log on
from a telephone. If logon from a telephone is successful, the problem
can be related to the CallPilot IMAP server.

In this case, follow CallPilot troubleshooting procedures for
IMAP/Desktop Messaging. For example, you can stop and restart the
IMAP server on the CallPilot system using the Windows NT Service
Control Panel.

Make sure that Desktop Messaging is not in use by any CallPilot
users. When you stop the IMAP service, it ends all Desktop
Messaging sessions, and requires users to log on again.
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8

If the CallPilot IMAP service is down and users try to log on, they do not
receive a message telling them that the server is down. Instead, they
receive the following message:

Login failed, please try again.

Symptom: Intermittent problems with logging on to My CallPilot

If you are using Windows Advanced Server network load balancing to
manage My CallPilot traffic, and your users have intermittent problems with
logging on to My CallPilot, you can adjust the client affinity setting for load
balancing.

Solution

1From the Windows Start menu, choose Settings> Network and Dial-
up Connections.

2Right-click Local Area Connection, and then click Properties.

3In the Local Connection Properties dialog box, click Network Load
Balancing, and then click Properties. The Network Load
Balancing Properties dialog box appears.

4Click the Port Rules tab.

5Click the rule within the list of rules to display the rule’s parameters in
the configuration area above the list of rules.

6In the Affinity list, choose Single. The default value is None.

7Click Modify.

8Click OK. Network Load Balancing stops (if it is running), reloads the
parameters, and then restarts cluster operations.

Note: All host servers in the cluster you are using for load balancing
must use the same port rules.

Symptom: Web browser problems

The web browser does not work properly.
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My CallPilot checks to see whether the user’s browser has JavaScript and
cookies enabled. The user can experience problems if an unsupported plug-
in attempts to play the WAV voice files, or to view the TIFF-F fax
messages. During runtime, My CallPilot checks for known unsupported
plug-ins. You must disable unsupported plug-ins.

The Quicktime and LiveAudio plug-ins are supported only in Netscape.

Netscape is often installed with its own plug-ins. My CallPilot is unable
play voice messages or display fax messages if some of these plug-ins are
installed.

Solution
If you encounter problems, verify which plug-ins are installed. In Netscape,
choose Help>About Plug-ins to view plug-in information.

Remove the plug-in that is causing the problem.

Symptom: Playing and viewing messages (MIME-type applications)
There are problems with playing or viewing messages.

Applications that are associated with a MIME type are those used to play or
view data of the MIME type. Ensure that the application the user wants to
use to play or view the data is the application that is associated with the

MIME type of that data.

Data MIME type
CallPilot VBK audio/x-nortel-vbk
CallPilot TIFF image/tiff

WAV audio/x-wav

Note: Internet Explorer uses the Windows file associations.
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Solution

1 To view and edit these associations, open Windows Explorer, and then
choose View> Folder Options... . Click the File Types tab.

2 Netscape first checks its own associations. To view these associations,
open Netscape, and then click Edit> Preferences...> Applications.

Note: Users require version 6.01 or later of the Microsoft Media Player if
they want to play voice messages in WAV format.

Symptom: Playing and viewing messages (Plug-ins)
There are problems with playing or viewing messages.

Some users have plug-ins installed that attempt to play or view data of
MIME type audio/x-wav and imaging/tiff. You can disable these plug-ins.

Solution

1 To view and edit these associations, open Windows Explorer, and then
choose View>Folder Options... . Click the File Types tab.

2 Netscape first checks its own associations. To view these associations,
open Netscape, and then select Edit>Preferences...>Applications.

Note: Users require version 6.01 or later of the Microsoft Media Player or
CallPilot Player to play messages in WAV format.

Symptom: Access permissions

All browsers must be able to access My CallPilot files and directories on the
web server. The web server runs each client connection as if it is a local
user. The particular local user that the web server uses is configured in IIS
admin.

Solution

You must ensure that all files and directories have the appropriate access
privileges for this user.
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To determine the IIS user for access control purposes, see the instructions
for your version of IIS.

Start [IS admin.

Select the web site that contains the My CallPilot virtual directory from
the IIS tree view.

Note: The default is Default web site.

Right-click the site, and then choose Properties>Directory security tab.
Under Anonymous Access and Authentication Control, click Edit.
Ensure that the Allow Anonymous Access check box is selected.
Select Edit to view the UserlID.

o a &~ W

In addition to the files in the My CallPilot directory, certain system files
must be accessible from the application. A standard My CallPilot install on
a clean NT Server platform has all the necessary permissions set up

properly.

If you suspect that there may be additional file permission problems, a
procedure for checking this is described in the Microsoft Knowledge Base,
article Q16133.

Symptom: You receive an error that the CallPilot server cannot be found when
sending a fax on a computer that is running McAfee Virus Enterprise
8.0.0.

Solution:

If McAfee Virus Scan is installed, problems sending faxes can be
encountered. When attempting to send a fax, the following error message is
seen:
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Q’ The zerver could not be found. You may have
entered an invalid server or your computer may
not be connected to the netwark.

wWould you like to modify your mailbox properties?

Properties | Cancel

To allow a fax to be sent you must amend Virus Scan. To do this right-click
on the Virus Scan icon on the task bar, and open the VirusScan Console.

L= VirusScan Console E| @|@ i

Task Edit Yew Tools Help

L A8 2Y

Status Last Result

6 pott blocking rules are defined. S...
|] Buffer Overflow Protection Enabiled
[=] on-Delivery E-mail Scanner Enabled
@ Urwwanted Programs Policy o urwanked program categories ar,..
@ Orn-Access Scanner Enabled
U Scan All Fixed Disks Mot Scheduled Cancelled, no virus found
ﬁ Aukallpdate Daily, 17:00 The Update Failed
< |

YirusScan Console

Right-click on Access Protection and select View Log, the following is an
example of a fax being blocked.

3/9/2005 4:16:44 PM  Blocked by port blocking rule nmquick.exe

Prevent mass mailing worms from sending mail 10.10.10.111
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To allow a fax to be sent right-click Access Protection and select
Properties the Access Protection Properties dialog box is displayed.

& Access Protection Properties

Port Blocking | File, Share, and Folder Protection || Reports

Fort blocking allows pou to block incoming or outgoing network:
traffic on zpecific portz or port ranges.

Report access attempts in the log file and/or by generating Alert
kanager, and ePO events. Specify the location of the log file on the
Reports tab.

Minirnurm tirme interyal between reports [minutes] i = i
Parts to block:
Fule Ports
Prevent mazs mailing worms from sending mail 25
Presvent IRC communicatian EEEE-EE
FPrevent IRC communication EEEE-EE
[1 Prevent downloads from the world wide web a0

[] Prevent FTP inbound [stops wiruses such as Mimda 5.,  20-21 |
71 Prevent FTP anthnond [ztanz vinises downlnadina files) 20-21 ] i
| i |

[ Add... | | Edit... | [ Remove
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To prevent system from being abused and sending mass mailings and
worms, select Prevent mass mailing worms from sending mail and click
Edit and the Add or edit a port blockage range dialog box is displayed.

Add or edit a port blocking range

Rule Mame

Prevent mass mailing worms from sending mail

Ports bo block:

to black an inclusive range of ports,

First: Part: I 23 i Ending Port: i

Direction

) Inbound - prevent systems on the netwark from accessing these lacal
porks,

(%) Outbound - prewent local processes from accessing these ports on the
netwark,

Excluded Processes

Enker one or more process names which will not be affected by this rule,
Separate multiple process names with commas.

Enter a single port ta be blocked, or enter bath a beginning and ending port

i dulewrapper.exe,MSKSr\-’r.exe,MSKDetct.exe,mapisp32.exe,nmquick.exe| |

I_ O, ] I Cancel J

At the bottom of the Add or edit a port blocking range, in the Excluded

Process add nmquick.exe this permits faxes to be sent.
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Symptom: Cannot change the audio selection from My CallPilot preferences.

If the Allow user to send voice messages to non-Callpilot recipients in the
CallPilot Manager Class of Service settings is unchecked the user is
required to use the Nortel VBK player to play voice messages. If the user is
permitted to chose the WAV player, they then have the ability to save the
WAV file and send it ton non-CallPilot recipients.
Desktop and YWyeb Messaging Configuration
Message Forwarding Rule: T
Allow user to set Remember passward: M
Desktop Playback: W
Allow user to send woice messages to non-Callpilot recipients: T Convert to WWAY format: lm
Include message header when forwarding/replying: lm
Include cover page when forwading fax: lm
Address book: lm

Company cover page folder:

Address book path (Outlook/GroupWWise clients): I
Lotus Motes auto refresh [

Create Sent folder(GroupWise client) T

Solution:

To allow users to send voice messages to non-CallPilot users and to permit
the users to change their audio selection:
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1 Click on User> Mailbox Classes> Mailbox Class Details.
Home User v System ¥ Maintenance ¥  Messaging ¥ Tools ¥  Help +

Lacation ® User ®hiailbox Classes™ Mailbax Class Details

Mailbox Class Details:

Savel Cancel | Printl Helpl

2 Select Allow user to send voice message to non-CallPilot recipients
check box.

Desktop and Web Messaging Configuration
Message Forwarding Rule: T
Allow user to set Remember password: W
Desktop Playback: W
Allow user to send voice messages to non-Callpilot recipients: W Corwert to WaAN format: lm
Include message header when forwarding/replying: Im
Include cover page when forwading fax: Im
Address boak: Im

Company cover page folder:

Address book path (Qutlook/GroupWWise clients):

Lotus Motes auto refrash: [

Create Sent folderGroupWise client): [

3 Click Save.

Note: If Allow user to send voice messages to non-CallPilot recipients is not
checked, the user cannot forward voice messages to non-CallPilot
recipients. However, the user can forward voice messages to addresses in
CallPilot format.
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Symptom: The Use Windows/MSN Messenger check box on the
General tab of the CallPilot Desktop Messaging Properties dialog box is
dimmed.

Solution:

If the Windows/ MSN Messenger application is installed on the user's PC,
but the Use Windows/MSN Messenger check box on the General tab of
the CallPilot Desktop Messaging Properties dialog box is dimmed, check
the following settings in the registry file: (It is possible that the machine has
both, or only one of, these settings)

[HKEY_CURRENT_USER\Software\Policies\Microsoft\Messenger\Client
\PreventRun]
[HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Messenger\Clie
nt\PreventRun]

If the setting is [PreventRun=dword:00000001], the user's Software Policy
prevents the Messenger client from being started from an Application (such
as the CallPilot desktop client).

To enable the check box and Instant Messaging feature in the Desktop
client, the setting or settings should be as follows:
[PreventRun=dword:00000000].

Before changing this setting, the user must contact the network
administrator because enabling access to Instant Messaging may be a
violation of company policy.

Note: Nortel recommends making a backup of the Registry before any
changes are made.
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Symptom: When you install the new upgrade, the desktop clients that were
previously disabled remain disabled, even if the new customized installation
specifies to install them.

Solution:

You must rerun the CallPilot installer to add CallPilot software for the
previously disabled desktop clients. You can manually run the installer to
modify the installation, or run the installer from the command line. If you
run the installer from the command line, use the \VADDLOCAL= option to
install software for the previously used or new desktop clients. Valid options
are:

= \VADDLOCAL=0utlook — Add Microsoft Outlook client
= \VADDLOCAL=GroupWise — Add Novell GroupWise client
= \VADDLOCAL=Notes — Add Lotus Notes client
= \VADDLOCAL=Internet — Add Internet Mail client
= \VADDLOCAL=AIl — Add all valid clients
These options are only useful for installing previously disabled e-mail

clients on the user's computer after the CallPilot 4.0 desktop client is
installed.
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